Assignment
You have been recently hired as a network security analyst for a small accounting firm. The firm is realizing that they need help to secure their network and customer’s data. With your background and skills, they are looking to you to provide guidance. In addition to helping them secure their network, they require that you obtain your CompTIA Security+ certification within 60 days of being hired.
In addition to the owner, who serves as the overall business manager, there are about 20 people on staff:
➢ 10 accountants
➢ 3 administrative support specialists
➢ 1 vice president
➢ 1 financial manager
➢ 2 interns
There is also one IT support technician on staff, who has basic computer hardware and networking knowledge. He has requested that the firm create a website, hosted internally, so that new customers can get information about the firm. This will be important to remember as you complete your final project.
The firm has a simple network. There are currently 20 computers and two multipurpose printers. All computers and printers are connected wirelessly to a NETGEAR MR814 device. This router is connected to a Motorola SB3100 cable modem. Staff e mail accounts are set up through the company’s Internet provider. Employees use a combination of Microsoft Outlook and standard web browsers to access their e-mail. The owner is known to use his personal iPad during work hours to check and respond to e mail messages.
Prior to your hiring, they hired a network cabling contractor to run Cat 6 cables from the central wiring closet to all offices and cubicles. They want to move away from using wireless as the primary network connection, but want to keep wireless access for customers coming to the building. The technician who did the wiring mentioned to your supervisor that he should look into setting up a Windows Server domain to manage user access, instead of the current peer-to-peer network. He also recommended that the firm invest in a managed switch and a firewall, and look into having some backups. The internal IT support technician agreed with these recommendations but needs your help to implement them.
You’ve been asked to assess the current vulnerabilities and provide a recommendation to the firm’s owner on how to better secure the network infrastructure. Now that you are aware of the firm’s history, your assessment and recommendation should provide specifics about the network security settings that must be implemented and the equipment that must be procured, installed, and configured. The firm’s owner has a basic understanding of computing, so it is important that you explain the technical issues in layman's terms.
In this learning demonstration, you will use the TestOut Security Pro to help you understand how to identify and assess network infrastructure and pass the CompTIA Security+ certification. In order to identify your strengths and weaknesses, you will first complete the practice exams that will prepare you for the certification. The practice exam is designed to assess your preparedness for the CompTIA Security+ certification exam.
The learning materials within LabSim will help you understand the different types of vulnerabilities within a network and how to address them. As you step through each set of activities, you will submit a Vulnerabilities Assessment and Recommendation Document in three separate parts.  Use the results of the certification practice exam you took at the beginning of the class to help guide you on which areas within LabSim you should pay closer attention to. You must complete all online labs in LabSim; these are the activities with the computer mouse icon. Some of the other areas in LabSim are optional. You can complete any or all of those if you feel you need to learn more about the topics at hand.
To get started, follow the steps below
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	Competencies Section 2
	Level 3: 90 - 100%
	Level 2: 80 - 89%
	Level 1: Minimally Proficient 70 - 79%
	Not Proficient
	Score and Feedback

	Assess the need for network security devices to support the business or organization.
	
This includes:
Selecting/identifying the appropriate type of network security devices to use
Providing justifications for the selected devices
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	Assess the need for network services to support the business or organization.
	
This includes:
Selecting/identifying the network services to implement
Providing justifications for the selected services
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	Follow proper procedures and protocols in completing IT-related tasks.
	
This includes:
Demonstrating the ability to make network administration or Cybersecurity decisions based on best practices and/or standard procedures/protocols
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	Competencies Overall
	Level 3: 90 - 100%
	Level 2: 80 - 89%
	Level 1: Minimally Proficient 70 - 79%
	Not Proficient
	Score and Feedback

	Satisfy standards of writing style and grammatical correctness.
	
This includes:
Using IEEE citation style
Using credible reasoning, appropriate research, and supporting evidence in communication
Synthesizing sources appropriately using paraphrase, summary, and quotation
Satisfying standards of writing style and grammatical correctness, including the use of industry-standard terminology and vocabulary
	
	
	
	














Professor notes
Part 2
This section should include specific recommendations based on the
vulnerabilities identified in previous section.
These would include procuring new equipment or systems, 
and you should explain why these systems or equipment are needed.
Selecting/identifying the appropriate type of NETWORK SECURITY DEVICES to use
"The firm should have managed switches which will give them better control over network traffic"
WHAT network security devices specifically?
"The firm should consider using Motorola SB4100"
Selecting/identifying the NETWORK SERVICES to implement
"Microsoft Exchange servers can be used for encrypting data by default. Using an IMAP or POP3 server can also help as it supports SSL which adds security layer."
"The firm should consider having premium email service" 
"Having Windows Server Domain is crucial for the security and performance of the firm’s network."
-FJM
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I. Vulnerability Assessments
Without an IT expert, the firm is vulnerable to many problems that come with IT networks. The current IT staff member cannot handle major IT issues that may be encountered by the firm. There may be security flaws in the IT network which may cause data breaches without the IT staff member’s knowledge.
A firm needs to have a team of experts in the IT team who have expertise in computer hardware and networking. Such a team is necessary for monitoring the network and solving other IT problems encountered by the firm without the need for outsourcing. 
After reviewing the current setup of the wireless infrastructure, I have discovered several vulnerabilities within the system.  While having a wireless network seems to be easier to manage physically, having a wired network offers more “control and security, reliability and speed [1]” which “are the primary benefits of using physical connections [1].”   Being that a wireless network runs off of radio waves it is “more susceptible to eavesdropping than wired communications [2]”.  Keeping the wireless network in place would make for an easier target for the adversaries to hack into the systems and gain valuable information.  Not only are the computer systems and the network vulnerable to be compromised but any mobile device, i.e.  Smartphone or tablet, will have the same vulnerability as well. Below are some of the vulnerabilities with having a wireless network that is not properly protected, as well as other vulnerabilities that will need to be addressed when setting up the wired network.
· Sending data over wireless network can be easily hacked
· If a hacker can gain access to the network they can access and/or destroy data.  
· A hacker can launch an attack on the network which can result in bringing your network down.
· Company Mobile being compromised
· WEP Encryption weakness 
· “WEP encryption is still one of the most common security implementations, and passwords can easily be cracked using Airsnort. It takes less than an hour to crack a busy access point’s password; the more packets captured, the faster it is to crack [3].”
· Lack of DMZ (Demilitarized Zone)
· Motorola SB3100 Cable Modem
· Email Vulnerabilities
· Lack of Windows Server Domains
· P2P (Peer-to-Peer Network)
· Lack of Managed Switches
· Data Backup

II. Network/System Security Recommendations

Being that the facility has already been wired for a physical network I would recommend to transition from the wireless network.  Upon doing so we would need to implement a physical firewall to prevent any unwanted access to the network.   This will help keep sensitive company information from getting into the wrong hands.  In order to maintain this type of security we will need to make sure that the computers and the firewall are receiving security patches and updates in a timely manner.  We are also going to want to restrict employee access to only devices that they need to perform their jobs.  This will also include restricting of file sharing to encrypted file sharing only.
Without enabling passcode and encryption in the iPad, sensitive information can be retrieved by malicious users within the organization or through the network.
The owner should enable passcode and encryption in the iPad to enhance security. To ensure secure connections for e-mail, Microsoft Exchange servers can be used for encrypting data by default. Using an IMAP or POP3 server can also help as it supports SSL which adds security layer.
Without a DMZ, the network of the firm can be attacked by hackers which may cause data breaches. A DMZ is necessary as an additional security mechanism to the network.
Having a DMZ is important since it acts as a honeypot for attackers and cyber criminals. A hardened DMZ that can withstand constant attack can be created using two firewalls. The first firewall is configured to allow traffic destined to the DMZ only while the second firewall only allows traffic from the DMZ to the internal network. It is more secure since an attacker has to penetrate two devices to access the internal network. In this way, DMZ will provide an additional level of security.
Motorola SB3100 cable modem has various vulnerabilities that can allow remote attackers to cause a denial of service by performing an SYN scan or through ‘Restart Cable Modem’ value in the BUTTON_INPUT parameter to configdata.html. Attackers can also use the HTTP interface to cause device crash through a request with MfcISAPI Command set to SecretProc and a long string in the Secret parameter.
The firm should consider using Motorola SB4100, which has more security features such a standby button for disconnecting the internet to prevent security attacks when the internet is not in use.
Most internet service providers’ email accounts lack security which can cause a leak of sensitive company information. While logging in into the email accounts, password or messages sent in plain text can be intercepted by malicious people and used to cause data breaches. 
The firm should consider having premium email service that can offer more security against attacks like phishing, is more reliable hence data can be easily accessed.
Allowing employees to have access to Webmail in any firm with a lot of sensitive information is a risk. Considering that most attacks target browsers, using email on web browsers is a risk no company should take as it can up a backdoor to the firm. Since email is in HTML format, the scripting language can be embedded in the emails and be used by hackers to infect machines without user intervention.
The firm should use email services outlook which avoids the use of browsers for communication within the organization. This prevents attacks that could be targeting the company’s data or information by malicious attackers.
Without Windows Server Domain, security requests cannot be done which can make the network be penetrated by hackers.
Having Windows Server Domain is crucial for the security and performance of the firm’s network. It allows faster authentication, increase computer speeds, assist in handling out resources and decrease and network traffic. It also authenticates resources, allow better password management and enforce network security. 
P2P networks allow files to be shared which make it easy for sensitive information to leak either intentionally or unintentionally out of a firm. 
If P2P network is used within the firm, the most important security measure that can be taken is to ensure that the P2P client software does not run as a high-privilege user. When a P2P client has limited privileges, the impact of an attack by a malicious attacker is reduced. Applications that allow inbound network connections should also be set to run as low-privilege network users. 
Without a managed switch, remote configuration and management cannot be done. Without a firewall, to monitor ports to stop unwanted traffic from slipping through, risky traffic can enter the network [5].
The firm should have managed switches which will give them better control over network traffic. With a managed switch, a network administrator can configure, manage, and monitor the network. This helps them to monitor and decide who should have access to the network and gives greater control over data flow in the network.  
Without backup, the firm can lose data due to unexpected reasons which can result in the loss of crucial information to the firm.
It is essential to back regularly up important information and have a plan for recovering from a system failure. The firm should utilize a backup software to backup firm regularly to protect them. Such software can help to restore data lost.
While the Netgear MR814 router has great security features such as WEP encryption. Besides security, it also has a good web interface and provides more options for content filtering, logging, firewalls, etc. The firm should change the default password to enhance security and can consider upgrading the modem as some staff increases.

III. Application/End-User Security Recommendations
While not only is it important to make sure that the network is secured, it is also important that the user’s laptops are secured as well.  We want to make sure that the data on the hard drives is protected.  In order to do that we will need to install encryption software on each machine.  I would recommend using McAfee Endpoint Encryption (MEE) to encrypt the hard drives.  Here are some of the key advantages to having MEE installed on the machines:
· “Multiple storage and sharing options
· Policy-based, scalable encryption
· Automatic, always-on encryption
· Transparent end-user experience
· Granular flexibility
· Encrypted document sharing
· Removable media encryption
· Multiple, configurable protection [4]”
As many people do, they like to work from home connecting to their home wireless which most are not very secure. So in order to maintain the security and integrity of the data, we need to implement using VPN.  VPN is a Virtual Private Network which basically will create an encrypted tunnel back to the company’s intranet.  They will be able to work securely remotely as if they were sitting at their desk.
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