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	          /52

	In this module you have learned about protecting your digital data and devices. Apply what you have learned by completing this assignment. 

Don’t forget to utilize the TechTalk discussion area if you need a bit of tech support while working on the assignment.
When answering the questions, be sure to: (5 points total for the assignment)
· Use complete sentences and thoughts, spellcheck and proofread.
· Refer to the module content to support your ideas.



	Viruses (13 points)
	

	Viruses, just as they do with people, make computers sick. Depending on the virus you get, it can be a minor annoyance or it can essentially kill your computer. In any case, if you have ever gotten a virus on your computer, you will probably agree that they are often good at what they do and are very time consuming to remove. If you cannot remove it yourself, then the experience might be quite expensive as well. Answer these questions to be sure you are familiar with computer viruses and how to avoid them.

	   In the table below, identify the 6 broad categories of viruses that can infect your computer and their general characteristics. (6pts)

	Virus Category
	Category Name
	Characteristics

	1
	
	

	2
	
	

	3
	
	

	4
	
	

	5
	
	

	6
	
	

	1. Have you ever caught a virus on your computer or know someone that has? Do you know what type of virus it was? What were the symptoms? Was it easy to remove? (1pt)
	

	2. What can you do to protect your computer from viruses? (1pt)
	

	3. Do you currently have antivirus software installed on your computer? Which one? If not, which one would you install? (1pt)
	

	4. Are the virus definitions up to date? Why is this important? (2pts)
	

	5. If you were to purchase a Mac computer, would you have to worry about viruses? Why or why not? (2pts)
	

	

	Hackers (12 points)
	

	Hackers are the human counterparts to viruses. Just like viruses, they are unpleasant to encounter and can potentially cause problems for you and your computer. It is important to understand how they can harm your computer and how to protect yourself from their attacks.

	1. What are the ways in that hackers can attack and harm your computer? (2pts)
	

	2. Explain how firewalls keep your computer safe from hackers. (2pts)
	

	3. Is the firewall enabled on your computer? (Also paste a screenshot indicating the status of your firewall.) (3pts)
	Paste screenshot here.



	4. A properly configured firewall protects your computer from port vulnerabilities. Use the Internet to research firewall products and find three free firewall products. Which one appears to provide the best protection and why?  (3pts)
	

	5. Besides adding a firewall to your system, what other measures should you take to protect your system from exploitation by hackers?(2pts)
	

	

	Passwords (10 points)
	

	You may not think too much about your passwords – unless you can’t seem to remember one when you need it. Passwords are an integral part of computer and web security. Answer to following questions to be sure you have a good grasp of all things passwords.

	1. Passwords are an important component of secure browsing and online account access. Take some time to evaluate your password practices. Do you use the same one or two passwords for the majority of your accounts or are most of them different? (1pt)
	

	2. Which is a better practice? Why? (2pts)
	

	3. How many characters are most of your current passwords? Are they mixes of numbers, letters, symbols? (1pt)
	

	4. Using the information and/or password strength checkers listed in the text, evaluate your passwords. How secure are your passwords? Explain. (2pts)
	

	5. Refer back to the password haystack page. How could you make your passwords more secure? (1pt)
	

	6. Do you think you are going to change some of your online account passwords based on the result of your password evaluation? Explain. (1pt)
	

	7. How do you manage your passwords?  (2pts)
a. Do you use the browser feature that remembers your passwords?
b. Do you have them written down somewhere? If not, what would happen if your hard drive crashed and you lost all of your information? Would you still be able to access your accounts?
	

	

	Backing Up Your Data (8 points)
	

	If you are like much of the computer using population, you probably have lots of personal, important, and sensitive data on your computer. If you lost that data it would probably make you quite sad and likely mad. Have you have ever lost a document you were working on and forgot to save when the software unexpectedly closed? Now multiply that emotion by an entire hard drive. Doesn’t backing up your data seem like a good idea?

	1. Why should you backup your data? (1pt)
	

	2. What do you use to back up your data? (1pt)
	

	3. Do you back up all of your data or just certain items? (1pt)
	

	4. If you already do back up your data, explain your methodology of data backup. (1pt)
	

	5. Based upon the methods explained in the text, what method would be the best method for your back up needs? Explain. (2pts)
	

	6. Do you need to purchase any software or hardware to achieve your back up method? (1pt)
	

	7. Do you think you are going to start backing up data or improve upon your current data backup plan based upon what you have learned in this module? (1pt)
	

	

	Surge Protectors (4 points)
	

	If you have ever purchased a computer from a big box computer retailer such as Best Buy, the sales person probably tried to get you to purchase a surge protector as part of the necessary accessories. Hopefully you did, if you didn’t already have one.

	1. How does a surge protector protect your computer and other electronic devices?  (1pt)
	

	2. What can happen to your computer if it experiences a power surge? (1pt)
	

	3. Is your computer connected to a surge protector? What kind? If not, be sure to think about these questions you answered in an earlier section (you do not need to answer them again): Is your data backed up? Do you have your passwords in another location? (1pt)
	

	4. Do a little research and find one that you think would be the best for your needs. Explain why you chose this surge protector and include the link. (1pt)
	

	

	Naming Your File

When you save your file it is very important to name it in a manner that makes it easy for me to determine who it is from – remember that you are not my only student. 

Please use the following naming format: 

LastFirstModule#

For example Module 3 Assignment from Allen Jones would be saved with this file name: 

JonesAllen3.doc


