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Instructions

You are to take this test during the week of December 7-13, 2015. Work alone. You may not confer with other class members, or anyone else, directly or by e-mail or otherwise, regarding the questions, issues, or your answers. You may use your notes, textbooks, other published materials, the LEO online class site for this course, and Internet sources, keeping in mind your responsibility to give proper attribution to sources of material you use in your responses.

The test is worth 25% of your grade for the course. It is scored on the basis of 100 points for the exam. 

For the short answer section, bear in mind that a clear concise response that directly answers the question asked is always preferable to providing large volumes of potentially relevant information in the hope that the “right” answer will somehow be included.

When composing your answers to the essay questions, be thorough. Each essay asks you to consider multiple ideas and to actually address more than one subordinate questions, so make sure your answers are complete. Be sure to identify any assumptions you are making in developing your answers, and describe how your answer would change if the assumptions were different.

While composing your answers to the essay questions, be very careful to cite your sources. It is easy to get careless and forget to footnote a source. Remember, failure to cite sources constitutes an academic integrity violation. Use APA style for citations and references.

In preparing your exam for submission, please follow these instructions precisely:

1. Use this document as a template, i.e., fill in your answers in the indicated locations.

2. Modify the header to show your name.

3. Submit your completed exam as a Microsoft Word or RTF document via your LEO Assignment folder no later than 11:59 p.m. Eastern Standard Time on December 13, 2015. Late submissions are subject to a grade penalty.

Please submit questions regarding the exam to your instructor at stephen.gantz@faculty.umuc.edu.  If questions submitted via email are generic, your instructor will post them in the Final Exam Q&A forum, without revealing their source.

Exam Questions

Part 1: True or False Questions. (10 questions at 1 point each)
1. T  F
To have a Snort rule match on both inbound and outbound traffic, the rule should use the flow:to_server,from_client,established; option.          Answer: __T___
2. T  F
Host-based IDS can be used to monitor compliance with corporate policies such as acceptable use of computer resources.       Answer: __T___
3. T  F
An on-demand operational IDS model is not suitable if legally admissible data collection is required.      Answer: __F___
4. T  F
Current criminal and civil procedure laws and rules of evidence do not provide clear guidance on digital and electronic forms of evidence such as IDS logs.    Answer: __T___
5. T  F
Snort unified output plug-ins can be used to off-load computing tasks from the core Snort program to improve overall performance.    Answer: __F___
6. T  F
Thresholds used in Snort alert rules can cause false negatives if the attacker works slowly enough.     Answer: __T__
7. T  F
Network-based IDS provides no protection against internal threats.  Answer: __F___
8. T  F
When a “pass” rule is matched in Snort, no other rules are evaluated.             Answer: __T___
9. T  F
To ensure proper execution of Snort rules using the “uricontent” option the HTTP Inspect preprocessor must be installed and configured in Snort.   Answer: __T___
10. T  F
There are no monitoring situations that justify real-time intrusion response.          Answer: __F___
Part 2: Snort Rule Analysis. (5 responses at 2 points each)

Examine the following Snort rule, designed to detect attempts by an organization’s employees to access a gambling website in violation of acceptable use policy. This rule is syntactically valid and will produce alerts when a user visits the Powerball lottery website with a web browser. With an eye towards minimizing false positives, identify five ways the rule could be improved to more specifically target employees accessing the Powerball website.

alert ip any any -> $EXTERNAL_NET any (msg:”Acceptable use violation – Gambling – Powerball”; flow:stateless; content:”powerball”; nocase; sid:3333333; rev:1;)

Improvements:

1. Change alert ip  to tcp
2. Need to include the Powerball website url (content:www. http://www.powerball.com/pb_home.asp)
3. Change flow:from_client
4. Include a classtype:policy-violation
Part 3: Short Answer Questions. (10 questions at 5 points each)
1. Define and differentiate false positive and false negative. Which is worse, and why? Give one example of each, drawn from any context that demonstrates your understanding of the terms.
Answer: 
A false positive is “an alert that triggers on normal traffic where no intrusion or attack is underway” (Kohlenberg, 2007) and a false negative is “the failure of a rule to trigger when an actual attack is underway” (Kohlenberg, 2007). False negative alerts are considered worse because you can view and discard inaccurate data from false positive alerts that doesn’t impact the network but you can’t react to an attack that is not brought to your attention. An example for each can be in a signature based system. False positive can occur when a signature is written too broadly and include legitimate and illegitimate traffic. A false negative alert can occur when there is a period that the system cannot recognize new attacks.    

2. Explain the following Snort rule. What sort of attack is it intended to detect? What network traffic pattern information is it looking for? 
alert ip any any -> any any (msg:"BAD-TRAFFIC same SRC/DST"; sameip; reference:bugtraq,2666; reference:cve,1999-0016; reference:url,www.cert.org/advisories/CA-1997-28.html; classtype:bad-unknown; sid:527; rev:8;)
Answer:

The snort rule is intended to detect a Local Area Network Denial (LAND) attack which is a layer 4 Denial of Service attack in which the attacker sets the source and destination information of a TCP segment to be the same. This type of Denial of Service attack exploits a vulnerability in the logic of the TCP/IP stack of some operating systems that cannot handle packets with the same port and IP address for both source and destination. It detects the land attack by matching those packets that have the same source and destination IP address. 
Imperva. (2015). LAND Attacks. Retrieved from: https://www.imperva.com/resources/glossary?term=land_attacks

3. What are the key differences between user-centric and target-centric monitoring in behavioral data forensics? Is one perspective preferred over the other? If so, what are some of the advantages of the preferred choice, or disadvantages of the non-preferred choice?
Answer:

User-centric monitoring focuses on the activities performed by a single user within a network environment while target-centric monitoring looks at traffic or activity by related to a single host.  
There are advantages to both user-centric and target-centric. User-centric is generally more efficient after an intrusion has taken place because information on a single user’s activities can be pulled efficiently from one table instead of from all possible targets. Target-centric is generally more efficient from a database search standpoint with regard to intrusion prevention because data about each possible target can be gathered efficiently from a single table without having to poll all users. So if IDS is to be configured as more of a forensic tool, user-centric configuration is best. Target-centric monitoring is crucial to an effective intrusion detection system.

Proctor, P.E. (August 2000). Practical Intrusion Detection Handbook. Prentice Hall.
4. Write a rule using Snort syntax to detect an internal user executing a Windows “tracert” command to identify the network path to an external destination. What changes, if any, would you need to make to this rule to make it also work for a Unix/Linux “traceroute”?  
Answer:
alert ip !$MY_NET any -> $MY_NET any (msg: "Traceroute"; ttl:<3;)

This rule will work for both tracert and traceroute.
Kohlenberg, T. (2007). Snort: IDS and IPS Toolkit. Syngress Publishing, Inc. 

5. As Trost noted, most network IDS tools are designed to optimize performance analyzing traffic using a variety of protocols specific to TCP/IP wired networks. Describe at least two intrusion detection scenarios where specialized types of monitoring and analysis are called for (that is, where typical NIDS like Snort are not appropriate or effective), explaining what limitations exist in conventional NIDS that make them insufficient to provide effective intrusion detection in the environments corresponding to these scenarios. 
Answer: 

One scenario is a brand new attack that is performed gradually over a long period of time that would evade signature based NIDS. This would happen when the NIDS don’t have information in the database that matches that new attack. The extended period of time for the attack would elude anomaly based NIDS as long as each step in the attack is below the threshold set for anomaly detection of the NIDS. Another scenario is when attacks that disable the event generator components of a NIDS. This would limit the conventional NIDS. If an attack focuses on event generators from where a NIDS receives the data to be analyzed, the attack has control over what NIDS can detect and eventually report, which in turn will screen the NIDS to an attack.
6. What is a multi-event signature? Provide at least two examples of multi-event signature activities or patterns that might be monitored with an intrusion detection system.

Answer: 


Multi-event signatures are sequences that include two or more events and a set of transitions between the events. They combine filters with three operators: or, then and and. Variables allow generic signatures to be specified.
A. Mounji. Languages and Tools for Rule-Based Distributed Intrusion Detection. PhD thesis, Facult
es Universitaires Notre-Dame de la Paix - Namur (Belgique), 1997.
7. What are the operational requirements necessary to perform anomaly-based intrusion detection? How does the information gathered about network traffic by anomaly-based IDS tools differ from the information gathered by signature-based NIDS?

Answer: 


8. Many people perceive intrusion detection to be a constant, all-the-time security function. Identify and describe at least two “part-time” intrusion detection operational models, and for each give an example of a usage scenario that would call for part-time monitoring.
Answer: 


On-demand intrusion detection models lower maintenance costs while providing effective, targeted service. Essentially, the intrusion detection system does nothing unless it is told to. After deployment, on-demand components lay idle until they are ordered to do a specific operation. Both host based and network-based systems can operate in this manner. One example would be enabling the on-demand system after a possible threat has been suspected. Another would be to run the system for audits in order to detect misconfigurations in the security system. Scheduled operation performs intrusion detection tasks at regularly scheduled intervals Scheduled intrusion detection models also reduce the demand for maintenance. Scheduled models make sense when there are regular times of increased traffic that the background NIDS are unable to handle without

Bace, Rebecca. “An Introduction to Intrusion Detection and Assessment: for System and Network Security Management.” ICSA White Paper, 1998.

9. Are organizations legally obligated to use intrusion detection capabilities? Why or why not?
Answer: 


Organizations are legally obligated to use intrusion detection capabilities. Although information security law has been developing for some time, pressures for enhanced corporate legal obligations to implement information security safeguards were accelerated by several recent highly publicized security breaches involving the loss or disclosure of sensitive personal information. In today’s business environment, virtually all of a company’s daily transactions, and all of its key records, are created, used, communicated, and stored in electronic form using networked computer technology and under the Sarbanes-Oxley Act, responsibility lies with the CEO and the CFO.
Sarbanes-Oxley Act: Sarbanes-Oxley Act, Pub. L. 107-204, Sections 302 and 404.

Smedinghoff, T.J. The New Law of Information Security: What Companies Need to Do Now.
10. Imagine you are tasked with monitoring network communication in an organization that uses encrypted transmission channels. What are the limitations of using intrusion detection systems in this environment? What methods would you employ to accomplish this task?
Answer: 


Intrusion detection systems “detects attacks against a given set of computer assets from a single desktop PC to a major corporate enterprise network.” They provide “information based on the network address that is associated with the IP packet that is sent into the network.” This is beneficial if the network address contained in the IP packet is accurate. However, the address that is in the IP packet could be scrambled or even fake. Some host-based IDS units address the difficulty of performing intrusion detection on encrypted traffic. Those units “position their sensors between the decryption of the IP packet and the execution of any commands by the host.” This host-based intrusion detection method is particularly appropriate for Internet banking servers and other servers that communicate over an encrypted channel. 

Retrieved from: http://www.thecommunitybanker.com/IBN/internet_banking_news08-02-09.htm

Part 4: Essay Questions. Maximum length: 3 double-spaced pages each, excluding references. (Two questions at 15 points each)
1. In 2003, a well-publicized report from IT analyst firm Gartner predicted that the market for stand-alone IDS tools would soon disappear, and urged Gartner clients to cease investing in IDS tools in favor of firewalls. Clearly, the obsolescence of IDS tools by 2005 did not occur as Gartner predicted, due in part to significant increases in the technological capability, processing speed, and accuracy of IDS tools in the nearly 10 years since the erroneous prediction. 
Contemporary enterprises have a wide array of network and platform security tools from which to choose, and as we have seen in this course there is substantial overlap in the capabilities of different categories of tools such as firewalls, IDS, anti-malware, vulnerability scanners, and so forth. What factors would exert the most influence on an organization and lead it to choose to implement IDS? In your response please identify potential benefits of IDS, potential drawbacks, and any considerations about an organization’s operating environment that might drive its decision.
2. 2008, the U.S. Department of Homeland Security stated publicly that it wanted more intrusion detection capabilities, in particular citing a need to move to mandatory real-time intrusion detection for federal government networks, as an expansion of current passive, voluntary monitoring. The current manifestation of this goal is the Einstein program, which is now in widespread use across the government and received some (inaccurate) publicity in early reports of the recent large-scale data breach involving systems operated by the U.S. Office of Personnel Management. [See the brief description of Initiative #3 of the administration’s Comprehensive National Cybersecurity Initiative (http://www.whitehouse.gov/cybersecurity/comprehensive-national-cybersecurity-initiative).]
Using what we have learned in this course and your own knowledge of IDS operational models, requirements, and other characteristics associated with selecting and using the most appropriate types of intrusion detection and prevention, what is your response to the government’s approach of trying to implement comprehensive intrusion detection and prevention for all network traffic to or from U.S. government agencies? What are some of the key obstacles faced in rolling out an intrusion detection capability of this sort? Identify and describe at least three (3) challenges that DHS should consider when planning the Einstein deployment.
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