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Recommend Policy Updates
· Any teleworking users will be required to utilize a virtual desktop and will be subject to auditing and security monitoring of all remote access. 
· ISO 27002 recommends to have all remote users utilizing virtual desktops for remote access as well as auditing and security monitoring on what remote users are accessing. This policy statement would have provided preventative measures since users utilizing virtual desktops could not save documents to local personal machines. This policy statement would also require remote user accounts to be audited more frequently which may have flag the user account for accessing the records. 

· All user accounts will undergo a user access review every 3 months and if found that access is no longer required the privileges will be removed. 
· ISO 27002 recommends periodic review of access rights and removing access rights that are no longer necessary. This policy statement would have provided preventative measures since the remote access accounts were created 6 months prior and provided with privileged access.  If a user access review occurred, it would have been found that these user accounts no longer need the provided permissions. 

· Any request for elevated permissions must be approved by upper management before elevation
· ISO 27002 recommends that privilege accounts should be documented with documented owner, authorized personal and business reason. This policy statement would have provided preventative measures due to the fact that the case study stated that the accounts were created and then had privileges escalated. The case study does not state that the account was approved by the proper personnel before having privileges escalated. 
