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Proposal for 
Community Health Services to ensure a high level of information security



[bookmark: _Toc462731054]Introduction
	The aim of the proposed cyber security project to Community Health Services is to suggest a solution by proposing a holistic cyber security implementation framework that lays out the ground for a coherent and a systemic approach through preventing, detecting, and responding so as to implement cyber security strategies to solve cyber threats problems. Community Health Services is one of the organizations facing cybercrimes problems, where patients’ personal data are compromised. In 2015, Community Health Services reported that, personal data for 4.5 million patients were compromised between April and June using a sophisticated malware that was said to have reportedly originated in China. This will be achieved by creating cybercrime awareness to Community Health Services to increase their preparedness, as well as, adopt appropriate steps to manage cyber security risks. 
	This proposal is presented in the context of Security Policy on Cyber security strategy. The objective of the strategy is to ensure a secure and trustworthy environment while protecting patients’ information. This proposal is the main action for strategy. Further actions of the strategy in this sphere focus on awareness-raising in regards to cyber security measures. These actions will be complemented by those aimed at stepping up the fight against cybercrime and at building cyber security policy for Community Health Services. In order to achieve the goals and objectives for this proposed project. The project will propose various cyber security strategies and measures to ensure data security, for example, the company will be encouraged to configure firewalls in their healthcare main servers to ensure that no unauthorized parties get access to the patients’ information stored in the database.
	Cyber threats have been making the headlines in many countries. The problem does not only affect Community Health Services, but various organizations have reported cyber threat issues as well. More viruses launched every day causing numerous resources to be deployed to counter cyber-attacks. The common cyber security-relates event or development is data privacy a good example is the case of Community Health Services where patients have no personal security rights to their personal data. This might have been caused by a “cyberspace” problem, which has become central to the global information. Privacy protection and cyber security are interconnected; as more personal information is processed and stored online, privacy protection increasingly relies on effective cyber security implementation by the organization to ensure that personal and sensitive data are protected both when it is in transit and at rest (Cutraro, 2014). Therefore, the idea of cyber security implementation framework for cyber threat solutions for Community Health Services would be a great idea that would help the company in protecting the information of patients who visit their health centers. 
	
[bookmark: _Toc462731055]Review of Other Work
	After analyzing various cyber threats affecting Community Health Services, implementation of cyber security was identified as one way to reaffirm the company in dealing with cyber crime issues. Practicing cyber security strategies was going to be a solution for the company given that the company was still using the old database systems that were not well configured with firewall to prevent attackers from hacking their system. In preparation for this, various research reports from different organizations experiencing these same problems were analyzed together so as to find the appropriate solution for the issues. For example, the policy makers and experts expressed rising concerns regarding protecting various ICT systems from cyber attacks despite the fact that some of the experts argued out that the number and severity of cyber-attacks to increase over the next several years. Some of the proposed solutions for Community Health Services, as well as, organizations experiencing data breach problems include; protecting information and information systems from unauthorized access. Protection of data provides integrity, confidentiality and availability of data to users whenever they need them. Data integrity involves guiding information from modification or destruction, as well as ensuring information non repudiation and authenticity. Data confidentiality involves preserving authorized restrictions on access and disclosure, whereas data availability involves ensuring timely and reliable access to use of information. 
	The other proposed solution for Community Health Services is to develop cyber security guidelines in their workplace. Study reports that many countries have developed cyber security guidelines that help organizations in mitigating cybercrime issues. For example, the US companies are to disclosure the potential costs that is associated with preventing cyber-attacks or claims related to prior breaches, and failure in making adequate disclosures could lead to additional liability in the event of cyber-attack.  The National Institute of Standards and Technology (NIST), on the other hand, issued a Framework to be used in improving Critical Infrastructure Security. The framework provided a set of standards, as well as, best practices that are drawn up with the efforts of security experts, which are designed in helping the organizations to manage risks of a cyber security breach.
	The other proposed solution for Community Health Services is Management of risk to information systems. For instance, the risks associated with any attack mainly depend on the threats, vulnerabilities, and the impacts. Most cyber-attacks normally have limited impacts, however, a successful attack on some components of critical infrastructure (CI), most of which are held by private sectors, which have significant effects on safety of individual citizens. 
	Using antivirus software is also a fundamental solution strategy to approach cybercrime problems for Community Health Services. For this case, users or clinical officers are encouraged never to click on unknown attachments or links, as well as, keeping software up to date, also referred as patch management. Reducing these threats usually involves removing threat sources, addressing the vulnerabilities, as well as, lessening the impacts. 
	The other reason for the proposed solution for Community Health Services is to reduce any risks that come from professional cyber criminals, spies and hackers, which evolve again and again to address the adoption of new technologies (Jackson, 2010). Cyber attackers have become more sophisticated by splitting exploits on multiple vulnerabilities to make detection more difficult, as well as, using new platforms such as social networking for targeting attacks at high-value victims. The above stated issues are some of the major reasons for this project that is the implementation of cyber security.
	The other proposed solution for Community Health Services in regards cyber threat issues is to work hand in hand with the federal government who will help them in ensuring personal data protection of patients from malicious attacks. The Federal government has significant role in ensuring that both the federal and nonfederal systems are protected from malicious attacks. Report suggests that on average, the federal agencies are spending more than 10 percent of their annual ICT budgets on Cybersecurity. More than 50 statues, on the other hand, are addressing Cybersecurity issues leading to a worldwide debate regarding the new legislation. Under current law, the federal agencies have Cybersecurity responsibilities that relates to their own systems.
	A secure computer, on the other hand, will help Community Health Services in reducing threats of computer crimes, therefore it is necessary to ensure that users activate firewall settings that will protect computers from malware, viruses, Trojan horses, and other malicious software that are used to obtain personal details of the users. Protecting data involve encrypting sensitive files such as financial records, as well as, making regular back-ups of sensitive data, and storing them in a different location. Also, users themselves are in position of reducing threat of computer crimes by avoiding being scammed. This can be done by avoiding clicking on the links or files from unknown sources. Users should always check on the source of the message, and never to verify or reply emails that ask the users to verify their information.
	For example, in 2015, the federal government of the USA reported high-profile cyber-attacks that mostly affected health care center, which began with the pilfering of tens of millions of social-security in health insurer then to a major global hospitality firms and hotel chains. A study has also shown that cyber security practitioners are facing increasing challenges in addressing threats to cyber security and information assurance. The cyber security threat that most managers face in organization today is the task of addressing the fluctuating threats while meeting the compliance with the mandated federal IT security regulatory requirements. Advanced Persistent Threat (APT) actors usually follow a staged approach in targeting and exploiting an organization. Different activities, as well as, execution existing between the APTs, hacktivism and commodity threats can be noted. APTs usually represent a greater threat which is based on the attention to preparation and to the desire to expand an access across a given network. APT actors tend to use social engineering and a common tactic in gaining information from employees which may be useful for exploiting their efforts. Some of the APTs actors include nation-state actors, organized criminal actors and corporate espionage actors. The motives of these threats are to gain a financial advantage, to gain a competitive advantage for the industry, as well as, obtain a direct access to the targeted affiliate. The threats on the other hand mainly target information as well as assets which include information on affiliate, the control systems access and the access of credentials and many others (Network & Managed IT Security Services, 2012).
	According to Taylor (2015), the aim of most attackers is to gain access to personal information of users and use this information in stealing their identities. He continuous by reporting that every minute, there are about a half a million attack attempts happening in cyber space, therefore, there will be 6.8 billion connected devices in use by the end of 2016, which is a 30 percent increase over 2015. Management of risk to information systems has been identified as one of the fundamental to effective Cybersecurity. For instance, the risks associated with any attack mainly depend on the threats, vulnerabilities, and the impacts. Most cyber-attacks normally have limited impacts, however, a successful attack on some components of critical infrastructure (CI), most of which are held by private sectors, which have significant effects on safety of individual citizens. 
		Consequently, in a typical workplace, the issue of cyber security has been dealt with differently. The employees are allowed to technically own the workspace such as computers, network and many others; therefore, it is their responsibility to ensure that no cyber-attacks take place in the period they are handling these systems. In countries like USA, cyber risk is now firmly at the top of the international agenda as high profile breaches raise fears that hack attacks failures may continue to endanger the global economy (Gabel, 2015). According to the research, cybercrime costs the global economy over US$400 billion per year. In 2013, about 3,000 companies in the United States had their systems compromised by criminals; as a result, both the governments and businesses around the world formed cyber defense strategies in dealing with cyber threat issues. In October 2014, the European Network and Information Security Agency held a cyber security exercise, which involved 29 countries and more than 200 private and public organizations. The tests included simulating more than 2000 separate incidents which included denial of service attacks, access to sensitive information and attacks on critical infrastructure, as well as, website defacements (Gabel, 2015).
[bookmark: _Toc462731056]Project Rationale
	With today’s major increase in technological devices, cyber security has become the main topic of discussion concern as hackers continue to penetrate the IT infrastructure of both public and private companies with increasing sophistication. Therefore, it is significant to do anything that can be done so as to reduce the amount of vulnerabilities on company’s implemented systems. By failing to properly protect the company’s systems from malicious attacks, this then means that the company is most likely to risk the leak of personal identifiable information for both employees and clients. Technically speaking, being a victim of cybercrime could mean a degradation of services to clients of the business thus lots of money will be required in combating the problem in gaining control over the systems implemented. From a business perspective, having cyber security strategies implemented allows a company in participating in innovative technologies that other competitors will not be able to take advantage in having so as to acquire the most up to date system that limit cybercrime.
	With today’s competitiveness in various implemented systems, it would be hard not to have the most up to date systems. One of the most developed technologies today is the use of mobile devices. Developing of mobile devices increase the exposure of cyber security hack, and so it is encouraged that the government put an eye on this and work together  with interested companies in ensuring that cyber security strategies are formed to limit the attackers. Conversely, decision and policy makers managing these risks are also seen to be challenged in one way or the other by lack of information regarding the risks of cyber events, therefore, decision and policy makers are among the people who will benefit from this proposed project by understanding the implications of cyber security risks and solutions that are related to their infrastructure and business. 
	Cyber security has become a bigger issue especially in both small and large companies. Therefore, implementation of cyber security proposed solutions will help in identifying and prioritizing various IT risks, as well as, develop mitigation strategies. All those are the best reasons for companies to keep their data secure and keeping up to date of their systems. 
[bookmark: _Toc462731057]Systems Analysis and Methodology
	It can be concluded that the current state of the environment at Community Health Services is not fully secured. Over the past year, the company has been debating on various ways in making their systems fully secured.  With the state of environment, I believe implementation of cyber security is a solution to cybercrimes given that they work together with the affected companies in driving a positive impact to the implementation of cyber security (Tabansky, 2016). 
	After thoroughly analyzing the Agile and ADDIE, I found out that all these methodology processes were out of the scope, whereas the proposed project found that SDLC model as one of the easiest method and would be efficient for this project.  In execution of this proposed project I choose to follow Systems Development Life Cycle (SDLC) methodology process. SDLC is a series of planned activities involved in an information system developing. The entire processes consists all the activities required in building, launching, and maintaining an information system. In SDLC model, there are six phases; identify the problem, plan and monitor the project, clarify the problem, Design the components to dissolve it, built, test, and integrate the components, and lastly, conduct system  level testing and deploy the system.

(a) Identify the problem; the problem will be identified through evaluation of the existing system. In this step, security planning is done with the identification of key security roles before the implementation of cyber security. The information to be processes will be thoroughly evaluated for security requirements and both the government and organizations will be required to have a common understanding of the security considerations. Problem identification will be done through interviewing users who are victims of cyber-attacks.
(b) Plan and monitor the project; here, the requirement of this proposed project will be defined as well as, addressing the cyber threat issues affecting users in their existing system. After which, a specific proposals for improvement will be framed in helping mitigating the identified issues for organizations experiencing the attacks.
(c) Clarify the problem; here, the new proposed project will be designed, and plans laid out in regards to physical construction, operating systems, hardware, and security issues. The designed proposed project to be implemented will help in mitigating cyber threats and attacks to the users.  
(d) Design the components to solve it; in this step, development of the proposed project is started. For example, installation of software programs such as antivirus and encryption of data are done. Users will then be trained on how to use the installed software, as well as, how to encrypt data to make it hard for attackers to hack into their passwords. Performance of the proposed project is then tested, and if there is need of more adjustments, this is done in this stage. 
(e) Build, test, and integrate components; in this stage, the implemented proposed project is put into use. This is usually done in different ways, first, the new project is phased in according to an application, and old project gradually replaced. However, in some cases, this may become more cost effective when replacing the new proposed project with an old one at once. 
(f) Conduct system level testing and deploy the system; when the proposed project has been implemented and is up and running, evaluation and it rigorous maintenance should be carried out at all times o ensure that it is effective and new users adopt it. Users of the proposed implemented project should also be kept up-to-date concerning the latest procedures and modifications of new antivirus software that are to be used in mitigating any cyber-attacks.
	All the above steps are important in executing the proposed project, however, planning and analysis, are the most significant stages. This is because most organizations spend a lot of money in these two phases and in the end they happen to fail just because they fail to plan and analyze the requirement of the project for development. All is needed is to identify the problem the users face in regards to cyber-attacks and implement various measures of mitigating those problems. This methodology is important because the process is adaptive with changes which can be both used in large, as well as, small projects (Bowes, 2014).

[bookmark: _Toc462731058]Goals and objectives
	
	As cybercrime incidents are on increase, and it menace is affecting both Government and organizations, individuals and businesses, the main aim of this proposed project aim in finding out the truth in regards to cybercrime that is hidden and which has not been discovered as yet as it relate to the rate of increase and the sophistication attack and ultimately find a way of reducing cybercrime activities, as well as, its effects on organizations. Where prevention and control is not totally possible, the proposed project will focus on deterrent measures like recommending maximum, as well as, appropriate cyber security measures for affected companies.
	 This was a concern brought upon by the drastically growth of new technologies. The continued rapid development of information and globalization drastically increase a growing number of different types of equipment that are connected to data networks, which have a great impact on economy and the functioning of the state. The level of ICT development contributes to improved usability of services and citizen participation in governance. In addition, the Internet is becoming increasingly accessible, as the number of users continues to grow as well, and with new technological solutions, such as the “Internet of things”, and cloud computing, it is evident that the number of potential vectors for attacks, as well as, complexity of attacks will continue to grow. 
	The other goal for the proposed project implementation is to make cyberspace inherently more secure. Most countries strive in protecting their cyberspace by formulating their cyber security strategies (CSSs). The strategies have some guidelines that show how to implement security strategies for each respective country. The project plan will challenge the cyber security Research and Development community to provide methods, as well as, tools to be used in protecting, detecting, along with adapting malicious cyber-attacks. The defined are long-term goals that will guide and evaluate progress of cyber security implementation. Another goal for the proposed project is to gain security, which can as well be achieved virtually free of charge by simply tightening up on the way the users manage their computer systems; these can be done through confidentiality, integrity, non-repudiation, and availability of data. 
	Another goal for the proposed project is to mitigate cyber threat issues by ensuring early detection of likely threats that relates to critical infrastructure. It will also enable decision makers to take necessary actions when needed in regards to cyber-attack mitigations, and lastly, the proposed project will allow the implementation of security solutions, which involve vast numbers of stakeholders, including private and government entities. 
	Lastly, the proposed project intends to lay out the ground for an overarching approach in implementing cyber security strategies. Most organizations develop cyber security strategies based on reappraisal of their current information security status. Cyber security implementation should help an executing nation in achieving their cyber security objectives outlined in their national cyber security strategies. 
	The objective for this proposed project is to determine the project timeline for the proposed project. In my research to finding out the causes of cybercrime, I noticed that there are several issues that need to be addressed in regards to cyber-attack which not only will save the money for Community Health Services by management, but also will save the company’s’ time, power and actual man hours.

[bookmark: _Toc462731059]Project Deliverables
	Gaining security as the one of the objective for the proposed project can be achieved through the users of the implemented systems. For example, tightening up on the way the users manage their computer systems can be done through encryption and encouraging users to use a strong password that will limit attackers from hacking into the systems and stealing sensitive information of the users. Data security strategies include confidentiality, integrity, non-repudiation, and data availability. Confidentiality is about controlling access to files either in storage or in transit. Organizations need to configure their systems to allow users only to access what they are allowed to access. Ensuring integrity, on the other hand, is a matter of version control. In this case, users or organizations to ensure that only the right people can change documents. It also requires an audit trail of the changes. Availability simply means being safe from hackers who might be tempted to hack down sensitive information of the users. Also data back-ups is one way an organization can maintain the availability of data just in case a system has been hacked.
	Conversely, as users reliance on the internet has increased, so too is the potential impact of cyber-attacks that ranges from online fraud on individuals to disruption of public infrastructure. Today, the vast majority of cybercrime involves the theft of data, money in automated teller machines, and similar means are used by governments, terrorists groups, as well as, other actors for political ends. One of the Cybersecurity-related current event, activity, or development in the news is insecure passwords. The multi-factor authentication and mainstream adoption of passwords are not going away. However, there are more alternative ways of securing password, along with authentication methods that can be used to ensure that passwords are fully secured. (Walters, 2015).
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	Project Deliverable or Milestone
	Duration
	Planned Start Date
	Planned End Date

	Task A- Identify the problem of the project proposal
	2 weeks
	20th Aug
	4th Sept

	Task B- Plan and monitor the project;
	2 weeks
	5th Sept
	19th Sept

	Task C- Designing the project proposal
	2 weeks
	20th Sept
	4th Oct

	Task D- Build, test, and integrate components
	2 weeks
	5th Oct
	19th Nov

	Task E- Conduct system level testing and deploy the system;
	3 weeks
	20th Nov
	11th Dec
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