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Is your internal audit group a compliance enforcer, a problem solver, a strategic adviser, or some
combination of these? The answer to this question varies among companies, and sometimes even
among different stakeholders in the same company. Among the most common expectations of
internal audit is to gain assurance on financial controls, the reliable execution of audit plans, and
coordination with the external auditor. But given the lack of specific guidelines or requirements
regarding internal audit’s responsibilities, there is a broad range of practice based on organizational
needs, structure, and culture.

Twelve years removed from the adoption of the Sarbanes-Oxley Act (SOX), some companies are
leveraging the unique experience and insights of internal audit to provide value through advisory and
consultative roles, much as they did before SOX dominated the agenda in the years following its
adoption. Regardless of the scope of internal audit’s work, audit committees can play an important role
in confirming the whole organization is on the same page regarding the goals for internal audit, and in
providing a strong avenue of communication for the chief audit executive to share concerns and
perspectives.

This issue of the Audit Committee Brief focuses on the evolving role of the internal audit function, and
provides considerations for how audit committees can effectively work with management and internal
audit to maximize the value of the function in the context of a company’s specific circumstances.
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Sarbanes-Oxley’s impact

on internal audit

In contrast to external audit, which is focused
on financial reporting, internal audit has
historically had a broader scope in considering
company risks and conducting audits across the
financial and operational activities of the
organization. With the enactment of SOX in
2002, many internal audit groups were called
on, out of necessity, to provide compliance
support. In some cases, this caused the annual
plans for internal audit to be abandoned in
order to support SOX readiness projects. This
frequently transformed into the function playing
a key role in control testing on behalf of
management as an annual program. In many
instances, internal audit took ownership of the
entire SOX compliance process. This resulted in
a significant shift in internal audit focus to
financial reporting activities and away from
operational audits, and, by extension, away
from some of the most significant risks.

Today, compliance activities remain a
significant part of most internal audit groups’
activities, and in some cases, they dominate
that agenda. Information from the Institute of
Internal Auditors (IIA) shows that 69 percent of
Fortune 500 companies’ internal audit groups
surveyed have some level of direct involvement
in the SOX compliance process; the
involvement ranges from a fairly minor role to
ownership of the entire SOX process." Our
experience suggests that a substantial number
of those companies spend more than half of
their available resources on SOX-compliance-
related activities.

Is there anything wrong with that approach?
There are clear standards set by the IIA
regarding the operation of the internal audit
function, but there are no rules regarding the
depth and breadth of internal audit activities.

1 February 15, 2014, The Institute of Internal Auditors 2073 GAIN®
Annual Benchmarking Study; covers fiscal year-ends from 12/31/2012—
11/30/2013.
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The lIA defines internal audit as follows:
“Internal auditing is an independent, objective
assurance and consulting activity designed to
add value and improve an organization'’s
operations. It helps an organization
accomplish its objectives by bringing a
systematic, disciplined approach to evaluate
and improve the effectiveness of risk
management, control, and governance
processes.” There are two important aspects
of this definition to highlight in relation to
SOX compliance:

« Financial versus operational risks — The
IIA definition above refers to all operational
activities, controls, and governance
structures of the organization. Internal audit
has always included an appropriate level of
focus on financial processes within the audit
universe. However, many key risks of a
company are not directly, or solely, related
to financial reporting. Examples include:

Cyber threats

. Social media

Mobile devices

. Cloud computing

Foreign Corrupt Practices Act compliance

End-user computer

. Third-party relationships

. Software asset management
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Effectiveness versus efficiency — SOX
compliance provides value through focusing
on the effectiveness of controls, but does
not directly address the efficiency of
processes and potential operational
improvements. The consulting element of
internal audit work allows for the
identification of areas where value can be
gained, without undermining the
fundamental safeguards the function is
highly familiar with, based on more than a
decade of experience in providing SOX
services.


http://www.theiia.org/guidance/standards-and-guidance/ippf/definition-of-internal-auditing/?search%C2%BCdefinition
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Going beyond SOX requirements

An important first step in considering the
scope of internal audit’s role is for the audit
committee and management to understand
the nature and depth of the services currently
being provided by internal audit, so that there
is a clear understanding of what is being done
and where there are opportunities to improve
the business.

Increasingly, internal audit groups are taking a
more active role in emerging areas such as
cloud computing and social media. More
broadly, as discussed in Can Internal Audit Be a
Command Center for Risk?, some companies
are leveraging internal audit’s cross-functional
perspective to help combat risks.

However, internal audit functions dominated
by SOX compliance for more than a decade
may not immediately have the requisite skills
and mindset for effective operational auditing
and the identification of opportunities for
improvement in the organization. Similarly, the
knowledge needed to assess risks in many
areas, given technological advances, are such
that a straightforward IT audit is often not
sufficient.

To address particularly complex issues,
companies often opt to engage in
outsourcing or co-sourcing arrangements
with audit firms and other third parties.
Internal audit may also benefit from using
analytics and other emerging technologies to
drive analyses and decision making. See
Adding Insight to Audit: Transforming Internal

Audit through Data Analytics for further
discussion of this approach. The audit
committee can consider inquiring with both
management and internal audit regarding the
appropriateness of adopting such tools.
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In addition, audit committees can evaluate the
staffing of internal audit to confirm that the
right people with the appropriate skills for the
company and its industry are in place. If there
are gaps, the approach to educating internal
audit staff members or recruiting professionals
with the needed skills can be considered.

Evaluating the internal audit function
The audit committee has an important role in
molding the expectations of internal audit and
measuring the function’s success. Key
performance indicators will vary based on the
focus of the group, but it is important to set out
both qualitative and quantitative factors. The
audit committee and internal audit may benefit
from regularly revisiting these expectations and
working with management to explore how
internal audit can best support the compliance,
strategic, and operational objectives of the
organization and provide enhanced value.

There are two major categories of formal
review of the internal audit function. The first
is a quality review, which pertains to the
quality of the work being completed, the
effectiveness of the compliance activities, and
other related matters. The second, and less
common, type of review is a strategic
assessment that focuses on what internal
audit should be doing from the perspective of
management and the audit committee. To
inform this review, it may be helpful to
conduct benchmarking studies of companies
of similar size or industry; along these lines,
the IlA does considerable work in gathering
information about common practices across
industries and other categories. It is also
important to engage in communication
among the audit committee, management,
and internal audit regarding the most
appropriate role for the internal audit function
so that measures of success can be
developed. Formal stakeholder interviews can
be an effective means of confirming that
everyone’s voice is heard.


http://www.deloitte.com/view/en_US/us/Services/audit-enterprise-risk-services/Internal-Audit-Transformation/1a9a4908d8e64410VgnVCM2000003356f70aRCRD.htm?id=us:2el:3dc:jq_iathome:eng:aers:032414:riskrain
http://www.deloitte.com/view/en_US/us/Services/audit-enterprise-risk-services/24499b17c904e310VgnVCM1000003256f70aRCRD.htm
http://www.deloitte.com/view/en_US/us/Services/additional-services/chief-financial-officer/cfo-insights/6bcebe4d0e545410VgnVCM3000003456f70aRCRD.htm
http://www.deloitte.com/view/en_US/us/Services/additional-services/chief-financial-officer/cfo-insights/6bcebe4d0e545410VgnVCM3000003456f70aRCRD.htm
http://www.deloitte.com/view/en_US/us/Services/audit-enterprise-risk-services/Internal-Audit-Transformation/4b72a26d474d2310VgnVCM2000001b56f00aRCRD.htm
http://www.deloitte.com/view/en_US/us/Services/audit-enterprise-risk-services/Internal-Audit-Transformation/4b72a26d474d2310VgnVCM2000001b56f00aRCRD.htm
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The relationship between the audit
committee and the chief audit executive
In order for there to be a healthy model of
internal audit, it is important for there to be
clearly articulated lines of communication and
reporting among the audit committee,
management, and the internal audit function.
Among the most important relationships
related to internal audit is that between the
chief audit executive (CAE) and the audit
committee chair.

Communication can be improved if the CAE
feels comfortable contacting the audit
committee chair with any questions,
comments, or findings that would be
pertinent to the audit committee or significant
to the company as a whole. It can be a
leading practice to hold a pre-meeting
between the CAE and the audit committee
chair prior to audit committee meetings, as
well as monthly check-in calls.

Additionally, the CAE should be assertive in
confirming that both management and the
audit committee have full visibility into the
function’s activities, and be actively involved in
organizational discussions related to the
function’s objectives, audit plan, and other
activities. Audit committees should also
confirm that the CAE has the boardroom
presence and leadership skills to take an
affirmative role and effect positive change in
the organization. Ultimately, the audit
committee plays a key role in confirming that
the CAE has the clout, visibility, and platform
to function as a senior executive of the
company.
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Multiple sources of assurance

In recent years, many companies have
adopted specialized activities and approaches
for providing assurance, in areas such as
enterprise risk management, safety,
environmental, insurance, regulatory, and six
sigma. The assurance provided by these
activities can, in certain circumstances, partly
offset the retraction of internal audit to a
more SOX-driven, financially focused role.
However, this expansion raises the question of
how all these forms of assurance can be
understood as a whole to confirm there are
no significant gaps or unnecessary
duplication. It can be helpful to conduct
assurance mapping to identify how these
activities work together and how key risks are
being addressed. The audit committee may
wish to consider engaging internal audit to
help evaluate and centralize these efforts.
Internal audit’s more holistic view could yield
cost savings and provide an objective
evaluation of whether, despite the
multiplication of targeted assurance activities,
certain areas of risk are insufficiently
addressed.
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Conclusion
If the internal audit function is expected to
perform an identical set of activities year in

and year out, organizations may miss out on

valuable insights into risks, operations, and

governance. Accordingly, it can be beneficial
to reqgularly revisit and evaluate internal audit’s
purpose, performance, and approach. As new
risks for companies continue to emerge and

evolving enterprise risk processes better

illuminate these areas, audit committees are

asking, “Are we getting the right level of
assurance over our management of the full

range of risks, and where is it coming from?”
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Many younger auditors who commenced their

career less than a decade ago only know the
audit world post-SOX, potentially making a
compliance-focused internal audit program an
area of comfort and familiarity. It may be an
opportune time for audit committees to
assess the scope of internal audit’s focus and
contemplate a reset to provide the optimal
assurance regarding the organization’s risks.
Ultimately, the audit committee can be an
effective driver for the exploration of whether
internal audit’s responsibilities could be
broadened.

Questions for the audit committee to consider in evaluating the internal audit function

To what extent do the audit committee and
management understand where internal
audit is allocating its time?

Does internal audit have a well-articulated
plan that is reviewed periodically and
approved by the audit committee? Is the plan
aligned to the key risks of the organization
and other assurance activities?

In delivering the internal audit plan, how
flexible and dynamic is internal audit in
addressing new risks and the needs of the
audit committee and management?

Does internal audit have a clear set of
performance expectations that are aligned
with the success measures of the audit
committee, and are they reported to the
audit committee?

Is internal audit’s risk assessment process
appropriately linked to the company’s
enterprise risk management activities?

« What insights are being provided, outside of
SOX requirements, from the current internal
audit activity? Is internal audit addressing the
most pressing business risks?

Does internal audit have the skills and
experience to address the significant risks of
the company, and are there appropriate lines
of communication to discuss how those risks
can be addressed?

Does the CAE feel comfortable
communicating with the audit committee
chair and empowered as a senior executive?
Does the audit committee understand the
map of assurance activities across different
risks, and how various forms of assurance are
linked?

© 2014 Deloitte Development LLC. All rights reserved.
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Additional resources
Will Risk Rain on Your Move to the Cloud? The
Role of Internal Audit in the Digital Enterprise

The Digital Grapevine: Social Media
and the Role of Internal Audit

Can Internal Audit Be
a Command Center for Risk?

Adding Insight to Audit: Transforming Internal
Audit through Data Analytics
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iPad app available for download
You can instantly access the Audit
Committee Brief through a free, easy-to-use
tablet app. New issues of the brief are made
available for download each month and
feature useful multimedia content not
available in the print version. The application
also includes an interactive edition of the
popular Audit Committee Resource Guide.
Click here or visit the iTunes App Store and
search for “Deloitte Audit Committee
Resources” to download the application.
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