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Linx LLC Windows XP to Linux Migration Strategy

Introduction


The current Linux, LLC. Windows XP workstations are critical security vulnerability for the company because of the fact that Microsoft abandoned support for the aging operating system over a year ago hence security patches are no longer available. In addition, patches designed to fix flaws in the operating system as they are discovered, and hardware manufacturer driver support for Windows XP has also been discontinued with few exceptions, adding additional, costly IT administrative burden in order to source older hardware for maintenance and keep the Windows XP systems running effectively. Taking these facts into consideration, it is readily apparent that the company must migrate from Windows XP to a current and supported workstation operating system. Requirements considered for migration of the Windows XP systems to a new operating system include a cost effective hardware strategy with longevity, integration and configuration costs, maintenance costs, and security. The proposed solution is SUSE Linux Enterprise Desktop, an operating system which meets the aforementioned requirements in all regards.

LSDG Workstation Hardware 


Since SUSE Linux Enterprise Desktop can run on a minimum system requirement of 1 GB of physical RAM, 4GB of hard drive disk space, basic 1024x768 screen resolution and standard Intel processor, (SUSE, 2015), it is tempting to reduce the expense incurred during migration by installing the new operating system onto the existing hardware currently used by Windows XP. However, considering the maintenance costs as mentioned above that are associated with older hardware and the longevity requirement, the company will ultimately save the cost of additional maintenance time, down time, inevitable unplanned migrations old workstation hardware platforms one at a time when complete failure occurs, and the cost incurred with business downtime, by upgrading workstation and laptop hardware during operating system migration to the same desktop and laptop hardware platforms currently in use by the Windows 7 workstations. By using hardware identical to the Windows 7 systems, the company will save through economies of scale, and much more efficient IT administration and maintenance.  

Windows XP to SUSE Linux Enterprise Desktop Migration


One of the reasons for choosing the SUSE Linux Enterprise Desktop as the replacement for Windows XP is that the entire migration process is much less time consuming and complex than with other Linux workstation operating systems due to the YaST2 tool that is included with the SUSE operating system. So the strategy for migrating each system includes a full backup of all user data on each Windows XP system to one of the company network file servers. Next, the network administrators need to ensure that the primary DNS server is also a Domain Controller (which is simple to accomplish by ensuring that Active Directory Integrated Zone DNS is enabled so that all Domain Controllers can provide DNS services (this is a multi-master DNS configuration). Third, after confirming the integrity of the workstation back-up, commence installation of SUSE Linux Enterprise Desktop using an installation DVD and following the default prompts. As for configuration during installation, ensure that the Samba client and samba-winbind, and krb5-client (Kerberos client) are all installed with the operating system. 


After the installation and reboot of SUSE Linux, log in to the new operating system using the administrator account created during the installation process. Then start the YaST2 graphical tool from the SUSE desktop environment, then select Network Services in the window that appears, and then select Windows Domain Membership. In the Windows Domain Membership window, enter the name of the Active Directory domain to which the workstation will be joined, and then enter the remaining configurations as prompted and per company standards. Then click OK when prompted and then select Yes when prompted to join the domain, and finally enter the domain administrator password and click OK to finish joining the domain, (Manuel, 2012). 


Log out of the workstation and then log in again only this time use the user account assigned to the user of the workstation. Then connect to the file share where the user's information backup copy is stored and download it into the user's home directory on the workstation. It is also recommended to capture a backup image of the new workstation image at this time using software such as Clonezilla, which will serve as a disaster recovery disk in the event that the hard drive fails or other major repair required complete re-installation of the operating system. 

User Log In


Again, the SUSE Linux Enterprise Desktop operating system simplifies the entire migration process by providing a user log in screen that requires the same steps as the Windows XP domain log in process. So once SUSE Linux has booted and is at the log in screen, simply enter the Active Directory domain name and account user name and password to log in to the workstation and the network, (SUSE, 2015). 

IP Address Assignment


During the installation process, SUSE Linux Enterprise Desktop prompts the administrator for IP address configuration and offers two options. The first option is to enter a static IP address and the remaining information such as DNS IP address and gateway IP address in order to connect with other systems on the network and Internet. The second option is to configure the system to obtain an IP address automatically using the DHCP protocol. Since DHCP facilitates centralized management and control over the company's IP address space, saving an enormous amount of network administration time, and DHCP is assumed to have been the IP address configuration setup in the Windows XP installation that was replaced; the DHCP option (which is also the default option) should be selected. DHCP will then automatically configure all IP address parameters in accordance with the IP address configuration for the workstation that is setup on the network's DHCP service, (SUSE, 2015).

DNS Configuration


As part of the IP addressing configuration, DNS server IP address parameters must be included in the IP addressing configuration provided through DHCP. This is especially important for laptops that will be traveling between networks and hence cannot use a static DNS IP address configuration. So, as with the IP addressing of the workstation, the DNS IP addressing configuration for the workstation will also be automatically configured using DHCP, (SUSE, 2015).

Network File Sharing Configuration


The convenience of the SUSE Linux Enterprise Desktop really shines with configurations such as network file sharing. When deploying and configuring other Linux variants, administrators often have to complete file sharing configurations by delving into the Samba configuration text files. Fortunately, due to the YaST2 tool, the ability to access network file shares is now already configured, hence once the user logs into the workstation, they are already authenticated to the domain and can access any resources for which they have permissions already granted when using the Windows XP operating system, (SUSE, 2015). 

File Sharing by AD Group


Although the SUSE Linux operating system has the ability to share directories locally, like Windows XP in an enterprise environment, it is recommended that files are shared from file servers rather than directly from the workstation to ensure that file shares are configured properly and do not enable unauthorized access to the workstations (this is especially true of laptops which may be occasionally connected to partner and customer networks). Hence, to share files between groups and within LSDG, system administrators will configure (if not already configured) shared directories on network file servers that are granted access control permissions allowing access only from groups to which each directory is assigned. This configuration leverages Active Directory single sign-on and permission management via AD groups rather than sharing directories from the workstation and managing permissions via local user accounts and groups, ultimately decreasing administrative overhead, (SUSE, 2015).  

Printing Configuration


Printing will leverage the CUPS service that is configured on the workstations during installation. In order for printing to function properly, after installation, the printer driver for the printers to be used by each workstation will be installed on the workstation. The YaST2 software management tool can once again be used to automate and simplify the configuration. To configure a workstation for use with a specific printer, a printer which is supported by SUSE Linux must be plugged in to the workstation. Next, start the YaST2 software management configuration tool and then select to install the YaST Printer Module. Next, select “Local Printer” if the printer is directly connected, or select “Remote Queue” if the printer is connected to a network print server, or select “Remote Printer” if the printer is directly connected to the network. Click on the name of the printer from the list of printers displayed, and once the printer driver is installed, the status of the printer will display, (SUSE, 2015). 

Encryption Configuration Requirements


For laptops which may have sensitive company information stored while the user is traveling, it is strongly recommended that the user's account home directory and directories which house sensitive company information are encrypted to prevent information theft in the event that the laptop is lost or stolen. To configure encrypted directories where sensitive files are stored, log in to the workstation using the credentials of the user that will be using the system. Then start the YaST User Management Module and select the option to encrypt the user's home directory. Once this configuration is completed, the information within the user's home directory can only be accessed by persons that authenticate with the system using the user's account user name and password, (SUSE, 2015). 

Manpower Estimates


Leveraging the power of the SUSE YaST tool using AutoYaST, the configuration portion of deployment can be greatly reduced. Following are the expected manpower estimates, which reduce business interruption to one weekend and fully automate the post installation configuration portion of the migration.

1. Full back of all workstations including integrity check – programmed through AD – 4 hours

2. Enable Active Directory Integrated Zone DNS – 2 hours (includes test time).

3. SUSE Linux Enterprise Desktop install package configuration for Samba client, samba-winbind, and krb5-client plus testing. Procedure to join domain automated via AutoYaST, along with file sharing, printing configuration and encryption configuration. – 112 hours (56 hours for two IT staff members to program and test the configurations).

4. SUSE Linux Enterprise Desktop install package configured for network installation using DHCP, TFTP, FTP, PXE – 16 hours (note DHCP scope for the project configured with the MAC address of each desktop/laptop to be imaged with SUSE).

5. Shutdown all workstation systems on the network, manually reboot each desktop/laptop, enable PXE boot in the BIOS, then PXE boot and install SUSE on each desktop/laptop (72 hours or 24 hours for three IT staff members). 

Total manpower estimate for Linux deployment using SUSE Linux Desktop is 206 hours.

Conclusion


Not long ago the prospect of deploying Linux operating system workstations was not an option due to the extensive administration involved and need to hire administrators familiar with Linux at an expert level. Now, however, by selecting a Linux distribution that is designed for ease of configuration, ease of use, and ease of integration to Microsoft Windows Active Directory, company's can reap the benefits of increased Linux security and stability without having to sacrifice efficiency and administration time. Hence, by following the recommendation above, the company will save in both the short term and the long term by migrating to the SUSE Linux Enterprise Desktop operating system that include new hardware platforms that increase longevity, maintainability, leverage volume pricing for parts in combination with the Windows 7 workstation hardware, while being simple to install and maintain. 
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