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Discussion on Dream Job and Course
Name

Institution

Discussion on Dream Job and Course
Dream Job Title: Information Systems Engineer 

Summary: This position is located in the Bureau of Diplomatic Security, Office of Information Security, Special Security Office (DS/IS/SSO). The individual applies specialized experience and technical expertise with continuous monitoring of information systems that involves ensuring the detection of malicious insider threat activity providing situational awareness necessary to track intruders compromising the security of enterprise-wide information systems and data. Requirement includes an experienced and technically qualified network security analyst to provide technical expertise for analyzing and reporting information technology security alerts. This includes consultation and leadership with the architectural design, development, deployment, support, performance, tuning, problem analysis, of ArcSight Security Event Manager for identification and determination through resolution of network security alerts in compliance with Federal standards. 
Principal Duties And Responsibilities
• Security alert event configuration and management, continuous monitoring of multiple security technologies such as IDS/IPS, syslog, file integrity, vulnerability scanners, correlating and analyze events, designing, implementing, tuning, and using ArcSight Security Information and Event Management (SIEM) tool to detect IT security incidents, following operational processes and procedures to appropriately analyze, escalate, and assist in remediation of critical information security incidents, testing new systems compatibility to enable application optimizations system monitoring and analysis, low-level programming and design of more complex features using best practices for development and ensuring effective application across the enterprise.
• The ability to parse through event logs/files to analyze and determine if there is an incident presented in the SIEM format.
• Experience establishing or maintaining network software parameters used for insider threat analysis (for example, ArcSight security authorization tables, configuration definitions, file access tables).
Qualification: Undergraduate degree in related field and eight (8) years of insider threat continuous monitoring security experience. Higher applicable education may be substituted for experience and additional years' experience can be substituted for the undergraduate degree.
• • Any of the following certifications are preferred: ArcSight Certified, Integrator/Administrator (ACIA), ArcSight Certified Security Analyst (ACSA), SANS GIAC GCIA, Intrusion Analyst Certification or Forensics Analyst Certification. Certified Information Systems Security Professional (CISSP), Certified Authorization Professional (CAP), Microsoft Certified Systems Engineer (MCSE), Microsoft Certified Solutions Associate (MCSA), Microsoft Certified IT Professional (MCITP), Microsoft Technology Associate (MTA), CompTIA Security+ 

Source:https://www.appone.com/maininforeq.asp?Ad=463721&R_ID=1386973&Refer=https://www.indeed.com/&B_ID=83 

My understanding of the course syllabus shows that to succeed on this course, a student will need to carefully study the course materials so as to acquire the knowledge required to perform the assignments. To comply with the policies on academic integrity, students will need to ensure that primary and secondary sources used for written assignments are properly credited by citing in accordance with standard referencing format. The consequences of failing to follow instructions as well as plagiarism are far too great to ignore the rules governing them.
