QUESTION 1 
1.  
When publishing policy documents, which of the following is generally not part of the document tracking information?
	
	
	Title

	
	
	Date of last revision

	
	
	Document overview

	
	
	Summary of last audit results


2 points   
QUESTION 2 
1.  
Who is responsible for data quality within an enterprise?
	
	
	Data custodian

	
	
	CISO

	
	
	CISA

	
	
	Data steward


2 points   
QUESTION 3 
1.  
What is included in an IT policy framework?
	
	
	Standards

	
	
	Guidelines

	
	
	Procedures

	
	
	All of the above


2 points   
QUESTION 4 
1.  
The concept of “need to know” is most closely associated with which of the following?
	
	
	Confidentiality

	
	
	Integrity

	
	
	Availability

	
	
	Authentication


2 points   
QUESTION 5 
1.  
Which of the following are used as benchmarks for audit purposes?
	
	
	Policies

	
	
	Standards

	
	
	Guidelines

	
	
	Procedures


2 points   
QUESTION 6 
1.  
Which principle for developing policies, standards, baselines, procedures, and guidelines discusses a series of overlapping layers of controls and countermeasures?
	
	
	Accountability principle

	
	
	Multidisciplinary principle

	
	
	Proportionality principle

	
	
	Defense-in-depth principle


2 points   

QUESTION 7 
1.  Successful security policy implementation depends on the correct alignment of people, processes, and _________.
	
	
	money

	
	
	time

	
	
	technology

	
	
	motivation


2 points   



QUESTION 8 
1.  
Which of the following is not a generally accepted and widely used policy framework?
	
	
	COBIT

	
	
	ISO/IEC 27002

	
	
	An organizational chart

	
	
	NIST SP 800-53


2 points   
QUESTION 9 
1.  
Which of the following is not a typical method of protecting intellectual property (IP)?
	
	
	Label and classify IP data.

	
	
	Restrict access.

	
	
	Filter e-mail and other communication tools for IP data.

	
	
	Retain IP data in archives indefinitely.


2 points

   
QUESTION 10 
1.  List four questions that should be answered when building a foundation for IT Strategy.







4 points   




QUESTION 11 
1.  __________ is the ability to reasonably ensure conformity and adherence to both internal and external policies, standards, procedures, laws, and regulations.
	
	
	Availability

	
	
	Nonrepudiation

	
	
	Awareness

	
	
	Compliance


2 points   
QUESTION 12 
1.  
In an organization, which of the following roles is accountable for identifying, developing, and implementing security policies?
	
	
	Information security office (ISO)

	
	
	Compliance officer

	
	
	Data owner

	
	
	Data custodian


2 points   
QUESTION 13 
1.  
Which of the following generally merits a change to a security policy that should be reviewed by a policy change board?
	
	
	Your company is converting from PDFs to a wiki to disseminate policies

	
	
	A new system or process requires a change to an existing policy

	
	
	A typo was found in a policy

	
	
	None of the above


2 points   
QUESTION 14 
1.  
Which part of an IT policy framework includes the program’s purpose and mission, and the program’s scope within the organization?
	
	
	Charter

	
	
	Standards

	
	
	Guidelines

	
	
	Procedures

	
	
	


2 points   

QUESTION 15 
1.  
When monitoring an employee’s Internet use, which of the following can potentially violate an employee’s rights?
	
	
	Competitor’s site

	
	
	Unauthorized for-pay sites

	
	
	Pornographic sites

	
	
	Sites visited after business hours


2 points   
QUESTION 16 
1.  
In an organization, which of the following roles is accountable for approving security policy implementation?
	
	
	Information security office (ISO)

	
	
	Compliance officer

	
	
	Executive management

	
	
	Auditor


2 points   
QUESTION 17 
1.  
During which phase of the COBIT ISS management life cycle do you review how you are going to manage your IT investment such as contracts, service level agreements (SLAs), and new policy ideas?
	
	
	Plan and Organize

	
	
	Acquire and Implement

	
	
	Deliver and Support

	
	
	Monitor and Evaluate


2 points   



QUESTION 18 
1.  
During which phase of the COBIT ISS management life cycle do internal and external audits occur?
	
	
	Plan and Organize

	
	
	Acquire and Implement

	
	
	Deliver and Support

	
	
	Monitor and Evaluate


2 points   
QUESTION 19 
1.  
A policy’s _____ specifies what the program covers, which usually includes resources, information, and personnel.
	
	
	framework

	
	
	scope

	
	
	mission

	
	
	vision


2 points   
QUESTION 20 
1.  
Security controls fall into three design types: preventive, detective, and _________.
	
	
	corrective

	
	
	quantitative

	
	
	qualitative

	
	
	effective


2 points   




QUESTION 21 
1.  
List five of the inputs to strategic planning as part of the environmental scan.



5 points   
QUESTION 22 
1.  List five of the principles listed in the tactical framework.




5 points   
QUESTION 23 
1.  Which employee role is directly accountable to ensure that employees are implementing security policies consistently?
	
	
	IT support personnel

	
	
	CISO

	
	
	Senior management

	
	
	Front-line manager


2 points   


QUESTION 24 
1.  
Which of the following is not true of auditors?
	
	
	Are accountable for assessing the design and effectiveness of security policies

	
	
	Can be internal or external

	
	
	Report to the leaders they are auditing

	
	
	Offer opinions on how well the policies are being followed and how effective they are


2 points   
QUESTION 25 
1.  
Pam receives an offensive joke via e-mail from Larry, a co-worker. Which of the following helps Pam know the correct actions to take?
	
	
	PAA

	
	
	AUP

	
	
	SAP

	
	
	None of the above


2 points   
QUESTION 26 
1.  
Policies and procedures differ in that policies are ________ and procedures are __________.
	
	
	formal, informal

	
	
	informal, formal

	
	
	requirements, technical

	
	
	technical, requirements


2 points   

QUESTION 27 
1.  
The key to ________ is being able to measure compliance against a set of controls.
	
	
	nonrepudiation

	
	
	security policy

	
	
	risk exposure

	
	
	business management


2 points   
QUESTION 28 
1.  
Which of the following is a policy that holds someone accountable for their actions?
	
	
	HIPAA

	
	
	SAP

	
	
	SOX

	
	
	None of the above


2 points   
QUESTION 29 
1.  
Implementing IT security policies is as much about __________ as it is about implementing controls.
	
	
	disciplinary actions

	
	
	budgeting

	
	
	changing attitudes

	
	
	changing personnel


2 points   
QUESTION 30 
1.  
Which of the following is a manual control for enforcing security policies?
	
	
	Data encryption

	
	
	Network authentication

	
	
	Background checks

	
	
	Event logging


2 points   
QUESTION 31 
1.  
Which of the following is not a common business driver?
	
	
	Low or competitive pricing

	
	
	Customer satisfaction

	
	
	Regulatory or internal compliance

	
	
	Mandatory vacations


2 points   
QUESTION 32 
1.  
Your organization is adopting several security policy frameworks. Which of the following is best suited for processing credit cards?
	
	
	COSO

	
	
	PCI DSS

	
	
	COBIT

	
	
	ITIL


2 points   
QUESTION 33 
1.  
Which of the following is not an administrative control?
	
	
	Screening of personnel

	
	
	Development of policies, standards, procedures, and guidelines

	
	
	Logical access control mechanisms

	
	
	Change control procedures


2 points   



QUESTION 34 
1.  
The core requirement of an automated IT security control library is that the information is ________.
	
	
	alphabetized

	
	
	searchable

	
	
	in a numerical sequence

	
	
	in PDF format


2 points   
QUESTION 35 
1.  
Who evaluates an organization’s technology controls and risks for compliance with internal security policies or regulations?
	
	
	IT director

	
	
	IT risk manager

	
	
	IT auditor

	
	
	None of the above


2 points   
QUESTION 36 
1.  
A business _______ emerges when an organization cannot meet its obligation or duty.
	
	
	liability

	
	
	driver

	
	
	culture

	
	
	None of the above


2 points   




QUESTION 37 
1.  
Who is responsible for executing policies and procedures, such as backup and versioning?
	
	
	Data steward

	
	
	Data administrator

	
	
	CISO

	
	
	Data custodian


2 points   
QUESTION 38 
1.  
One of the key factors of a successful implementation of an organization-wide security policy 
is _______________.
	
	
	awareness training

	
	
	electronic publishing

	
	
	a risk plan

	
	
	change control


2 points   
QUESTION 39 
1.  
What is the name of a common control that is used across a significant population of systems, applications, and operations?
	
	
	Persistent

	
	
	Pervasive

	
	
	Enterprise

	
	
	Perpetual


2 points   



QUESTION 40 
1.  
In Kotter’s change model, in which step does the ISO tune the message so the value of implementing the policy makes sense?
	
	
	Step 2: Create a powerful coalition

	
	
	Step 3: Create a vision for change

	
	
	Step 5: Remove obstacles

	
	
	Step 6: Create short-term wins


2 points   
QUESTION 41 
1.  
When choosing an IT security policy framework to implement, what should you do first?
	
	
	Review industry regulation requirements

	
	
	Determine scope of coverage

	
	
	Ask auditors and regulators for guidance

	
	
	None of the above


2 points   
QUESTION 42 
1.  
Which of the following gives employers the right to monitor employees in the ordinary course of business?
	
	
	HIPAA

	
	
	SOX

	
	
	ECPA

	
	
	GLBA


2 points   




QUESTION 43 
1.  
What is a common consequence of failing to adhere to an acceptable use policy (AUP)?
	
	
	E-mail reminder

	
	
	Disciplinary action

	
	
	Loss of computer privileges at work

	
	
	Nothing; an AUP is only a guideline


2 points   
QUESTION 44 
1.  What is the most reasonable way to deal with outdated technology that cannot conform to an organization’s security policies?
	
	
	Update the technology

	
	
	Issue a waiver

	
	
	Modify the security policies to conform to the outdated technology

	
	
	None of the above


2 points   
QUESTION 45 
1.  What does a policy program’s scope specify?
	
	
	Purpose and mission of the program

	
	
	What the program covers

	
	
	The responsibilities of personnel and departments related to the program

	
	
	None of the above


2 points   




QUESTION 46 
1.  What is the primary goal of business process reengineering?
	
	
	To implement an enterprise resource system

	
	
	To determine management bonuses

	
	
	To improve business processes

	
	
	To develop new security policies


2 points   
QUESTION 47 
1.  Which of the following are written instructions on how to comply with standards?
	
	
	Policies

	
	
	Baselines

	
	
	Guidelines

	
	
	Procedures


2 points   
QUESTION 48 
1.  List the 10 keys to success for the implementation stage of IT Strategic Planning.


10 points   


QUESTION 49 
1.  
What are the six keys to successful strategic planning?



6 points   
QUESTION 50 
1.  
Which type of business risk category focuses on an event that may change how the organization operates, such as a merger or acquisition?
	
	
	Operational

	
	
	Compliance

	
	
	Strategic

	
	
	Financial
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