Part 3
Preventive security is the most important aspect of information security. There are also other mechanisms such as detective and corrective controls but they detect attacks while they are in progress or they help the system to recover after successful attacks. It would be much better to prevent an attack rather than trying to recover from it. With regards to preventive security measures, preventive controls come in two forms; as security tools (antivirus software, Intrusion Prevention System) and security best practices for hardening the network against malicious actions. Hardening refers to the process the network administrator uses to securely configure applications and services, reduce exposures, and implement all security measures that are necessary[1]. 
	It is very important to understand the need for physical security measures to an Information Technology environment. Although there are plenty of security threats such as physical disasters, this proposal is focusing on human threats such as vandalism, theft or sabotage. The three essential rules in regard to computer systems themselves are the tracking of physical access on sensitive systems, the deprivation of individuals to indirectly harm the IT systems and the forbiddance of unauthorized individuals to having physical access to IT systems [2]. 
	Managing system vulnerabilities is also a critical security measure to prevent attacks on the system. Its process starts with receiving alerts from sources that are reputable [3]. By the time the system administrator will receive the advisory, he must evaluate it against IT environment in order to determine whether this security exposure poses a security threat for the environment and apply the appropriate workarounds or fixes. The Vulnerability management is one of the most effective security measures that can be employed to prevent attacks from happening.
	Network policies must also be implemented as a part of preventing security. These policies are set of conditions, settings and constrains that allow network administrator to designate who is authorized to connect to the network, under which circumstances they are able to connect and what access level they have on the network resources. In regard to network policies, user passwords must be complex, contain alphanumerical characters and symbols and be changed frequently. Also users must be trained against phishing, encouraged not to open untrusted websites and definitely not to execute files from unknown sources. Another high priority is applications patching [4]. Operating systems and applications must always be updated to their latest security patches in order to avoid security breaches on the system. Other security policies can be the use of Virtual Private Network (VPN) while accessing the organizations network via the public internet and the enforcement of encryption to employees’ devices that are accessing the network (bring your own device). 
	As a way to block malicious or unnecessary traffic from the network, firewall were introduced as an important security layer for the network’s servers and a crucial security measure for the connected clients. Firewall’s primary purpose is the packet filtering by inspecting them as they pass through the network. A firewall will allow or deny packets based on administrator’s defined criteria protecting the network from malicious software or unscrupulous hackers and the organization’s sensitive data from being compromised [5]. Finally, scheduled backups must be kept when critical data changes occur on the system. A good practice for this preventing measure is to schedule system backups every night where the users do not use the system, ensuring that the organization cannot lose more than a day’s worth of data in every case [6]. 
	In order for an organizational network to work properly, preventative maintenance is also important. Preventative maintenance is concerned with any measure taken in order to prevent a hardware failure including clients, servers, peripherals, devices and software used to run this equipment. The implementation of preventing maintenance programme enables the network administrator to prevent many network problems before they become incidents insuring that individual items operating as reliable as possible [7]. The benefits of such a programme are the increased life on network, lower repair costs, less network downtime and improved quality and safety conditions. Main elements to preventive maintenance measures are the insurance of uninterruptible servers’ power source, the firewall and the correct ventilation to heat sensitive devices. In regard to maintenance, periodic maintenance tasks such as keeping printer heads clean, blowing computers’ dust, keeping truck of logs and checking disks space are reducing the risk of early component failure. It is important to preventive maintenance for a system administrator to maintain stock of spare equipment, backup critical data, keep network documentation for quick rebuilding and know who is responsible for each part of the IT environment. As the network is not consisted only from computers and peripherals, switches, routers, hubs and cabling requires the same attention. These tasks may be scheduled based on the type of equipment; for example daily check of server logs, weekly check on antivirus updates and server disk space check, quarterly clean of dust and annually check of network wiring and power supplies, the network administrator may achieve fewer network outages, resolve incidents quickly, protect the network from viruses, malware and Trojans and experience less failures in the network. With preventive maintenance measures, a stable and reliable network is provided as well as a safe IT environment that will keep safe sensitive information (organization’s or clients’ data) [8]. 
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