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Articulation of
Response (clarity,
organization,
mechanics)

Al. Business
Objectives

A2. Guiding Security
Principles

A3. Processes

A4. Information
Systems
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Unsatisfactory

The candidate
provides
unsatisfactory
articulation of
response.

The candidate does
not provide an
outline of the scope
for the ISMS plan
being developed in
the case study that
includes
information about
the business
objectives for the
organization.

The candidate does
not provide an
outline of the scope
for the ISMS plan
being developed in
the case study that
includes a
description of the
guiding security
principles of the
organization.

The candidate does
not provide an
outline of the scope
for the ISMS plan
being developed in
the case study that
includes a
justification of the
processes that
should be included
in the scope,
including the given
points.

The candidate does
not provide an
outline of the scope
for the ISMS plan
being developed in
the case study that
includes a

Needs Revision

The candidate
provides weak
articulation of
response.

The candidate
provides an outline,
with insufficient
detail, of the scope
for the ISMS plan
being developed in
the case study that
includes
information about
the business
objectives for the
organization.

The candidate
provides an outline,
with insufficient
detail, of the scope
for the ISMS plan
being developed in
the case study that
includes a
description of the
guiding security
principles of the
organization.

The candidate
provides an outline,
with insufficient
support, of the
scope for the ISMS
plan being
developed in the
case study that
includes a
justification of the
processes that
should be included
in the scope,
including the given
points.

The candidate
provides an outline,
with insufficient
support, of the
scope for the ISMS
plan being
developed in the
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Satisfactory

The candidate
provides adequate
articulation of
response.

The candidate
provides an outline,
with sufficient
detail, of the scope
for the ISMS plan
being developed in
the case study that
includes
information about
the business
objectives for the
organization.

The candidate
provides an outline,
with sufficient
detail, of the scope
for the ISMS plan
being developed in
the case study that
includes a
description of the
guiding security
principles of the
organization.

The candidate
provides an outline,
with sufficient
support, of the
scope for the ISMS
plan being
developed in the
case study that
includes a
justification of the
processes that
should be included
in the scope,
including the
following points.

The candidate
provides an outline,
with sufficient
support, of the
scope for the ISMS
plan being
developed in the
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A5. IT Infrastructure

B. Additional Steps

B1. Discussion

B2. Justification

C. Sources
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Unsatisfactory

justification of the
information
systems that should
be included in the
scope, including the
following points.

The candidate does
not provide an
outline of the scope
for the ISMS plan
being developed in
the case study that
includes a
description of the
IT infrastructure
that includes a
description of
information flow.

The candidate does
not provide an
appropriate
recommendation of
additional steps
that the
organization would
need to take to
implement the
ISMS plan.

The candidate does
not provide a
logical discussion of
what each
recommended step
entails.

The candidate does
not provide a
logical justification
of each
recommended step.

When the candidate
uses sources, the
candidate does not
provide in-text
citations and
references for each
source used.

Needs Revision

case study that
includes a
justification of the
information
systems that should
be included in the
scope, including the
following points.

The candidate
provides an outline,
with insufficient
detail, of the scope
for the ISMS plan
being developed in
the case study that
includes a
description of the
IT infrastructure
that includes a
description of
information flow.

The candidate
provides an
appropriate
recommendation,
with insufficient
detail, of additional
steps that the
organization would
need to take to
implement the
ISMS plan.

The candidate
provides a logical
discussion, with
insufficient detail,
of what each
recommended step
entails.

The candidate
provides a logical
justification, with
insufficient support,
of each
recommended step.

When the candidate
uses sources, the
candidate provides
appropriate in-text
citations and
references with
major deviations
from APA style.
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Satisfactory Score/Level

case study that
includes a
justification of the
information
systems that
should be included
in the scope,
including the given
points.

The candidate
provides an outline,
with sufficient
detail, of the scope
for the ISMS plan
being developed in
the case study that
includes a
description of the
IT infrastructure
that includes a
description of
information flow.

The candidate
provides an
appropriate
recommendation,
with sufficient
detail, of additional
steps that the
organization would
need to take to
implement the
ISMS plan.

The candidate
provides a logical
discussion, with
sufficient detail, of
what each
recommended step
entails.

The candidate
provides a logical
justification, with
sufficient support,
of each
recommended step.

When the candidate
uses sources, the
candidate provides
appropriate in-text
citations and
references
accurately or with
only minor
deviations from
APA style, OR the
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Unsatisfactory Needs Revision Satisfactory Score/Level

candidate does not
use sources.
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