Belony Borange 
1. Discuss potential security and privacy issues with respect to the use of biometrics.
Biometric verification is an outcome of innovating technology and with every new technology there’re often development of security and privacy concerns. Therefor it’s safe to say that are numerous security and privacy issues associate with biometric technologies. These issues include but are not limited to insecure communication of biometric data, data theft (privacy), surveillance, etc.
Connecting a biometric system to the internet itself is a security risk as it eventually provides hackers a way to your systems. Some issues overlap both security and privacy concerns. While a biometric system is connected to the insecure internet, users’ biometric information are greater risks of getting compromised. Like other types of data, biometric data can be altered, stolen, even held for ransom. Although it’s extremely difficult to duplicate most biometric traits, if the data is captured an attacker may be able to enroll the data under a false identity and avoid detection.
            Our biometrics can be captured by overt or covert biometric devices without our consents, for surveillance purposes. Just by walking in a public place may expose you to facial recognition capturing technology, which is becoming an increasingly common and sophisticated techniques using 3D face modeling (Keenan, 2015). Another privacy issue of biometric is that some modalities are intrusive (e.g. retinal scanning). 
            Unfortunately, some of these issues are risks that comes the technology. They cannot be neutralized or resolved, they can only be lessened to a controllable ratio.
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Bryan Tucker
Biometric Security has a lot of upside when it comes to securing your building or your device but what are some of the downsides when it comes to using this type of security plan? For starters some of the security managers have implemented biometric security as the only factor in securing their system which is not a horrible idea but what happens if that particular system goes down or stops working? If it does stop working the employees who need access to the device or premises will have no alternative to gaining access and will have wait until the system is restored and people you are trying to keep out may be able to access the what they are not suppose to be able to.
Another security issue facing biometrics is actually securing the sensitive information that is linked to each employee who has been entered into the system. Whether it is fingerprints, hand geometry, or iris scan it is still very important information to keep secured and a breach into the database could compromise every employee. There are a few ways you can secure this information such as upgrading your anti-virus protection to prevent malware from getting onto the storage device and granting access to hackers. You could also ensure you have very strict settings on your firewall and encrypt all of the data so that if someone does get access to the database they will not be able to read it unless they have the encryption key. As I stated previously you want to ensure you protect the employee information because if some does steal the iris pattern or fingerprint information of someone it is not like a password where you can just reset it, each person only has two eyes or ten fingers and with this information in the wrong hands untold havoc could be cause.
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Ryan Piol 
Discuss potential security and privacy issues with respect to the use of biometrics.
 
Biometrics provide state of the art authentication solutions for businesses and government. High-resolution biometric modulations provide unmatched identification capabilities, accountability, convenience, security and return investments. However, biometrics do come with strong security and privacy concerns as with every relatively new technological development.
Security: Biometrics operate with extremely high-security applications and policies. The probability of a biometric system becoming compromised or exploited is very low, yet it does exist.  Biometric systems also do to offer a perfect identification platform, they are susceptible to error and may not take into account special conditions that contribute to security risks. Quality data and evolving identification features are biometric vulnerabilities (Newman, 2010, p. 326). Biometric systems can not authenticate exceptional circumstances such as known terrorist, or mentally insane personnel without specific configurations (Newman, 2010, p. 326). Biometric systems are not able to adjust to user evolution such as slight physical feature variations or falsified documents that have been initially entered by system administrators.  
Privacy: Personal identification information is also a chief concern. Though it is highly unlikely to have an identity stolen from biometric databases, it is tough to recover that identity due to the amount of detail contained within any given user profile. Surveillance, linking and also tracking highlight privacy concerns (Newman, 2010, p. 327). Biometrics handles physical features of users entered in a biometric database; users are concerned that data can be used to spy and track members movements by using physical feature recognition devices anywhere in the world. The amount of information required for an accurate biometric assessment is detailed. Citizens are concerned that "linking" limits the number of access controls needed to acquire a user's entire identity (Newman, 2010, p. 329). 
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