 
Bryan Tucker 

Having covered individual biometric systems the previous couple weeks it makes sense that we delve even deeper into the security with multi-factor. Multi-Factor biometrics is almost exactly as the name implies, instead of having just a finger print scanner or just a password you have combinations of both. If you are using a system that stills requires a password what happens if someone discovers your password and gains access to your private information? The multi part comes into play by giving you a second or third authentication method in order to gain access to the information that is protected.
Some options for multi-factor security systems could be a simple as a fingerprint scanner to go along with work badge or ID. You could even step it up if needed to make it a badge, hand geometry scanner, and keystroke recognition. This upgrade in security is important because companies now more than ever need to protect their own information as well as their clients information.  IBM has been looking into this muli-factor biometrics since at least 2011 and have even started researching the possibility of smart phones have multi-factor biometrics.
With the need to add in more and more steps in securing your information how does it effect you the user? For starters it makes it longer and more difficult to log in to the operating system, open files, or even edit information. This however is a good thing because it can protect you if you are careless with your passwords or just make them extremely easy to guess. I personally would consider it a rather annoying to have to verify who I am multiple times every time I am accessing something but it would ensure that everything is extremely safe and secure.
Info Security (2011, Dec 22). Multi-factor biometrics to change the security landscape, IBM predicts. Retrieved from: https://www.infosecurity-magazine.com/news/multi-factor-biometrics-to-change-the-security/
Newman, Robert (2010). Security and Access Control Using Biometric Technologies Course Technology Cengage Learning, Boston MA.
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Even though we are reaching an age advanced technology, we still feel the need to overlap or double check our security. Just in case. So, on top of all the biometric systems we have studied that helps protect a system, some companies will use a multi-factor system. These systems build around two or more forms of security to better test the authenticity of the subject at hand. This might look like a finger print scan plus an additional retina scan for instance. With this type of security, you can offer your customers far better secure options than other companies. 
Not all multi-factor biometric systems are owned and operated by major companies. The government of Nigeria announced they would be using a similar system in their next population census. This is an attempt from leaders to protect the citizens from the rise of identity theft and fraud. Citizens will be scanned using fingerprints and facial recognition software. 
With these systems getting more complicated and complex every day, it is just a matter of time until we find a system that can not be broken. I am a big fan of an AI distinguishing whether a person matches its profile or not. This would bring many of the biometric systems we have discussed together to best secure the data at hand. 
 
Newman, Robert. Security and Access Control Using Biometric Technologies. Cengage Learning, 20090903. VitalBook file.
Mayhew, S. (2017, January 23). Nigeria piloting Bio-Metrica’s biometric census registration system. Retrieved March 01, 2017, from https://www.biometricupdate.com/201701/nigeria-piloting-bio-metricas-biometric-census-registration-system
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1) Research and discuss biometric multi-factor system designs and the effects of multi-biometrics on the user.
Multimodal biometrics, also known as biometric fusion, is described as "the process of combing information from multiple biometric readings, either before during or after a decision has been made regarding identification or authentication from a single biometric" (Newman, 2010, p. 196). The method of fusing two or more biometric modalities to work in conjunction such as fingerprint scanning, facial recognition, and signature verification increases the authenticity of a living person's identification (Newman, 2010, p. 197). 
Multi-Factor System Designs:
· Multi-Sample - The collection of multiple images of the same biometric and processing them (Matse, 2014, p. 4). The more images taken the higher chance of good quality imagery with minimal amount of noise.
· Multi-Instance- The collection of multiple instances of the same biometric feature, particularly fingerprints and iris imagery. 
· Multi-sensor- The capturing of the same biometric feature while using multiple sensors to obtain a "cross-sensor consensus" (Matse, 2014, p. 4). 
· Multi-Algorithm- A multi-algorithmic system used to process the same biometric sample. The method compares the results from each algorithm to produce an extremely accurate verification result (Matse, 2014, p. 4)
· Multi-modal- Independent modalities work in conjunction to verify biological features of an single individual Matse, 2014, p. 4) The process can be conducted from one (ideal) or multiple senors in order to process the various samples taken from the available biometric features.
Effects of Multibiometrics on the User: 
The user is at risk when giving biometric identifiers for either employment or desired access. User profiles stored in a database are extremely detailed and intimate. Biometric vendors claim that original data can not be restored or replicated from the enrollment templates which has been proven false by various commercially available systems (Newman, 2010, p. 205). If an identity is stolen, it is near impossible to to change authentication tokens as biometric identifiers can no be changed. 
Multi-modial system designs can prove problematic for users as most systems use multiple sensors to conduct a biometric scan. This can take a considerable more amounts of time to process and the room for human error in terms of position or clarity of voice make verification difficult (Newman, 2010, p. 205). Unless a system takes multiple-sensor scans simultaneously, the user can expect to wait longer than what would be consider practical.
Ryan
Matse, J. (2014). Multi-Factor Biometrics: An Overview. Earlham College Computer Science Department. Retrieved from: https://www.cs.earlham.edu/
Newman, R. (2010). Security and Access Control Using Biometric Technologies, 1st Edition. [Bookshelf Online]. Retrieved from https://online.vitalsource.com/#/books/9781305178533/ 
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