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LEARNING OUTCOMES

Upon completion of this piece of coursework, a student will be able to:

» Explain how software differs from other forms of intellectual property

* Recognise the institutionalisation of computers in everyday life

» Become aware of the responsibilities associated with software development in the era of the
Knowledge Society

e Comprehend and assess the efforts of professional bodies to address such responsibilities

» Demonstrate an understanding of the ethical and professional issues relevant to the discipline

» Analyse complex situations and be able to categorise the constituent components (legal, social,
ethical, and professional aspects)

» Investigate several aspects of software development to ensure compliance with various aspects of

» legislation

» Present well structured reports proposing solutions to problematic situations

e Communicate effectively in writing

» Effectively work and collaborate with other people towards the fulfillment of a group project

ASSESSMENT CRITERIA

A central aim of this unit is to cultivate the ethical dimension of decision making in computing and to
emphasise the fact that computing and information technology do not exist in a vacuum but rather affect and
is affected by society. This practical addresses this need through the use of a number of case studies
(scenarios). It contains three case studies, which will be given to you throughout the semester.

You will work these scenarios in self-selected groups of three/two people and | must have been notified for
the choice of groups.

Part | of this practical will require you to discuss these scenarios in a round-table fashion or over email and
report the conclusions of your debate. These scenarios describe moral dilemmas based on actual events
and are designed to relate to the course contents. Also you will need to prepare an interim report that you
will discuss with me.

Part 1l of the practical is individual work, which asks you to critically evaluate your role in the group and the
benefits that you have gained from carrying out this practical.

Finally you will be required to submit ONE document which contains both the group work as well as the
individual piece of work of each member of the group. The group work will attract 70% of the mark whereas
the individual work will be 30% of the mark.

The group work is necessary since values and value judgements are highly subjective. Putting together
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different individuals means that the problem is seen from a number of different moral perspectives, which in
turn becomes a learning curve for each member of the group as well.

For all the scenarios you may want to consider material on moral philosophy and ethical codes of practice for
computer professionals (see extra notes in MOLE).

Some instructions for the completion of the practical:
Part I: Group Work [70% of total mark]

In each scenario an ethical/professional/legal/social dilemma will be posed, based on real events for which
you should consider very carefully all the facts, identify the problems and explore the implications. Your
groups should discuss each scenario as described above.

Questions that you might address in the discussion of the scenario could include the following (note that the
following list of question is merely suggestive and by no means exhaustive):

» Is there an ethical issue involved in the scenario at all or is it simply a legal or social issue? For
example, should someone have done something or not have done something?

* What moral principles are involved in the scenario? For example, good/bad, right/wrong, justice,
professional responsibility, respecting the autonomy of others, confidentiality, truth/deceit, avoiding
harm to others etc.

e Have any laws been broken? What is the relevant legislation?

* What are the possible solutions to the dilemma? Which one of these do you consider to be the right
course of action and why?

e How does the moral dilemma in the scenario relate to the ethical codes of practice of the BCS and
ACM? What action do the BCS and ACM codes suggest?

For each scenario a report of approx. 1000 words should be written. This report, which will include an
introduction and conclusion, should reflect a distillation of the comments from each group member and
should be a coherent, well written and presented report. In other words the report will not merely contain
what X and Y member of the group said but these will be collated together in a way that the report is like an
essay.

Also there will be a group meeting with me during which | would like to see a progress report on the work
done so far. This will attract a 20% of the mark allocated to this section.

Part la: Interim Report: [20% of the mark allocated in Part 1]

Also there will be an Interim report, which will be a meeting with me during which | would like to see a
progress report on the work done so far. This Interim report will have to point out the skeleton of the work
that is to be completed and submitted in the final report. What | want to see is whether for each scenario
there will have been identified all the legal social and ethical issues. For each of these issues, there has
been considered all points of view, i.e. the point of view of each person that is involved in the issue? Have
their concerns/interests have been considered? Are these concerns/interests legitimate/ethical/professional?
Is there a reading in the scenario to suggest these interests/concerns may lack foundation? Also have the
social issues/implications have been considered?

Part II: Individual work [30% of total mark]

The rationale of this part of the practical is to encourage you to think about ethical decisions that you make
and how you make them. You are therefore, asked to critically assess your group report and at least answer
the following questions:
» Do you think that during course your awareness of ethical issues in information technology has
improved? What evidence from the portfolio supports your answer?
» Do you think that the course has improved your ability to reason about ethical dilemmas? What
evidence from the portfolio supports your answer?
 What have you learned from doing the project?
» Do you think that the project was useful? Why or why not?
» In addition in this part of the report you will be expected to answer the following questions:
* What was your contribution to the group work?
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e How did your group meet?
» Do you think the group mark should be allocated equally to all members of the group? Why or why
not?
The assessment criteria are as follows:

» Have all the scenarios been critically analysed? Have you supported your arguments? Have you
explored counter-arguments?

 Have you demonstrated that you are able to relate the ethical, legal social and professional
dilemmas in the scenarios and your own experience to the lecture course material?

e Have you demonstrated an ability to identify the ethical issues in a scenario and isolate these from
purely legal and social issues?

» From the critical evaluation (individual part of the practical), assessment will be on the basis of your
answers to the questions given above. However, it should be noted that members of a group that are
found not to be working on an equal basis as the rest of the group will only attract an appropriate
fraction of the group-work mark. In other words, if you contribute little to the group work, you will be
awarded a lesser mark!

| DETAILED DESCRIPTION

Scenario |

IndyTech is a large computer hardware and softwarglor. Anthony Black is a software-support analyst
for IndyTech’s field office. Anthony is on the phomwith customers much of the time. He reports the
customer’s program bugs to the engineering depatinad he gives his customers software patches or
workarounds directly over the phone lines, comptdezomputer, whenever possible.

When Anthony hears about a difficult software peoh)] he takes his expertise to the customer petgonal
Until last year, his on-site support and occasiamadr training were provided as part of the custtame
maintenance contracts. That practice became sdgydpat it was too expensive for IndyTech. They a
change the policy of free support and trainingth&y unbundled the support services from the maantee
contract. Now IndyTech charges its customers se&ggrfmr on-site services.

IndyTech suffered during the past recession. Mamagé#s response to the crunch was to freeze alfieal

for 18 months, apart from those of senior managéniavelve months have passed, and IndyTech isistill
trouble. Some people have been laid off, and Antrgrspects that his days are numbered. However, he
knows he is still valuable to IndyTech; his supsovitold him that he’d be the first to get a raib#)at were
possible.

One of IndyTech’s largest customers and one of émgts most important clients is the government. IOve
the years, he has established a close relatiomstiipnany civil servants. The government has sd\sites
where employees need a lot of technical held saiding; the users prefer to contract with IndyTeather
than to develop the expertise from within. Anthdras been working closely with Mary Sutherland ie th
Social Security Information Systems Office (SSISDhey know each other well, and have developed a
level of mutual trust. Yesterday, Anthony calledrila

“Anthony, | have a proposition for you to think athtoWe need someone at the SSISO site to

help with our new system. Its a new VAX 7384 systgar people installed this summer, and they need
support and training really badly. It's right upwalley. Want to do it?” “

Sure, send the paperwork and I'll get started.”

“Wait, you don’t understand. | want you to do igtindyTech. If we get you through the companyy, ike
months of paperwork. And besides, we'd have tothayindyTech fees.”

“l don't know, Mary. You're asking me to do sometfion my own that my company pays me for. Its a
conflict of interest.”

“Well, that depends. Your company’s present policythat should really change, don’'t you think? Like
when they unbundled service from maintenance. Awyhee want you rather than some other consultant we
don’t know, even if they’re cheaper. You know, s at this site in London means a lot of futurgrmss

to IndyTech.
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My feeling is that they’'d go along with this if vexplained it to your management.”

“Why don’t you, what'’s the rush? Why don’t you pees your case to our management? Maybe they can
hurry up the process, get you an answer in a cafpeseks.”

“Anthony, you don't understand. We can't wait thatg. And the sooner the system is up and runnhrey,
better it will be for the entire country. Don't fygt that one of the big reasons we got this systems to
reduce the delay on payment of welfare and unemmpdoy compensation. We won'’t ask you for any time
that would interfere with your normal work schedi®u name the hours, show up when you can, and we
know you'll do the job. To make it worth your whilee’ll pay you 20% above the usual consulting fee]

give you a £5000 bonus when you're through.”

Anthony said nothing. He is pleased that his repmrtas so good. He is overwhelmed at the genegrasit

the offer. He considers it to be the chance td s decent nest egg in case he’s laid off. Butvbnders

at the consequences if the word gets out...

Scenario
Smith and Todd (S&T) was a large financial servicempany. Its computing facility was based aroumd a
old mainframe system, which used batch procesdihg. company wanted to replace this system with a
modern network. The Information Systems Departroé&&T identified two batch programs for immediate
replacement; one performed share analysis, the otheaged client transactions. BankSoft developed a
marketed a financial analysis package for smallnesses, called FairShare. Included in the package
two programs that were of particular interest toTS®HARESTAT which performed share analysis, and
CLIENT which handled client transactions.
BankSoft had not installed the FairShare packagengt site larger than Chamberlain PLC, a small
investment company with a network of four microcaitgps. BankSoft considered Chamberlain to be a beta
test site; BankSoft gave Chamberlain the FairShaaekage free of charge, on the condition that
Chamberlain reported any bugs in the software takBaft.
A manager with the Information Systems DepartmdrB&T visited Chamberlain, and saw the FairShare
package in action. He was impressed. As a res&lf, &cided to upgrade to a network and purchased
FairShare, aware that it needed to customize tbgrams to suit their requirements. The softwardrech
specified that S&T purchased FairShare for £800&yaple on delivery, plus £600 per month for
maintenance and upgrades. S&T assembled a teaoftefise engineers to modify the FairShare software.
This consisted of a group of 12 new employees, seenmanent and some contract workers. The objective
of the team was to change FairShare from a smalordmputer-based system to one that would wor& on
large network of high-end workstations. S&T knewttRrairShare had not been fully tested, so itsraont
with BankSoft included the following clauses:
* The Buyer (S&T) is aware that the product is ‘rand relatively untested;
 The Supplier (BankSoft) will provide the Buyer wiflour new releases a year to add new
functionality to the system and to correct simplgd
» The Supplier makes no guarantee as to the safetyocoiracy of the package;
» The Supplier is responsible for ‘functional gengréckage errors’. If such errors occur, the Supplie
will fix them and provide the Buyer with the updaiode or create a new release.
The contract dighot include the following:
» A standard for testing the software;
* The amount of testing that the Supplier would dimteethe package was delivered;
» A disclaimer clause stating that the Supplier was nesponsible for the Buyer’s lost profits or
damage to the Buyer’s reputation due to problentls thie software.
After a small amount of testing by S&T’s programsjet became apparent that FairShare had some good
and bad features. SHARESTAT was better than thevacé that S&T had used in the past (even better th
BankSoft's sales representative had said it was)sb worked well in S&T’s new networked envirome
On the other hand, the CLIENT program was a disalst@orked well on a small network, but no amoaft
rewriting could make it work efficiently and acctely on a large network.
S&T had spent a lot of time and money trying totomsze FairShare, but it couldn’t use any parthef t
package other than SHARESTAT. Besides the costoofv@rsion, S&T had paid BankSoft £4800 for
maintenance over eight months. The firm had recetuarterly upgrades from BankSoft during this time
but none had helped to solve the problems wittClhiENT program.
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The manager of the Information Systems Departmstiated that without CLIENT, the functionality of
the FairShare package was cut by half. After cdagah with the Information Systems Department
manager, the chief financial officer of S&T decidedreduce the maintenance and upgrade fee of €600
£300 a month in compensation for the lost valuEIGENT.

When BankSoft's manager heard of this reductiopagment and the reasons for it, he was furious and
instructed his programmers to include a virus i lext upgrade of the FairShare code. Shortly &&eF
received the upgrade, the virus activated and éradleof the FairShare programs on S&T’s system,
including the SHARESTAT program. S&T ceased allrpapt to BankSoft and sued the firm for malicious
damage to property. BankSoft countered by suing 8&Ton-payment of contracted services.

SUBMISSION

Students are expected to submit:

A written report (of 2500-3000 words) which has the following sections (indicative):
* Abstract
* Introduction
» The analysis of the scenario ( broken in sections if necessary)
» Conclusions
» References
The submission time is 19/12/2014 @ 20:00

NOTE

All sentences or passages quoted in this coursework from other people's work should be specifically
acknowledged by clear cross-referencing to author, work and page(s). Failure to do this amounts to
plagiarism and will be considered grounds for failure in this coursework. It is on the instructor’s discretion to
contact an oral examination, which will result to the award of the final grade to that particular piece of
coursework

TURN IT IN REQUIREMENT

Apart from the usual hard copy submission, this piece of coursework is required to be submitted to Turnitin
plagiarism detection software at: ww.turnitin.com at a date no later than the submission date. This is an
absolute requirement for releasing a mark. Failing to submit a copy into Turitin may result in no mark
be awarded.

Brief instructions on how you can set up your profile and submit your work can be found at:

https://www.turnitin.com/static/training/student.php

You are going to require:

| CLASS ID: | 9015149 | ENROLLMENT PASSWORD: | ccp2600

If you have any problems in submitting your work, please contact the Course Administrator or the Lecturer.
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SHEFFIELD GRADUATE BADGES

This unit contributes to the following Sheffield Graduate attributes as described in
www.shef.ac.uk/sheffieldgraduate
Subject Independent Skilled & Ethical | Critical, Analytical Information accomplished Flexible Team
knowledge learner Researcher & Creativethinker literate communicator Worker
Applying Skills Professional & Well rounded,
and Knowledge Adaptable Reflective &
Self motivated
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