1. When implementing a Vulnerability Management Program, in
addition to the practice of identifying, classifying,
remediating, and mitigating vulnerabilities, which other aspect is critical?   
 
	Cylindrical
	 

	Cyclical
	 

	Critical
	 

	Reproducible
	 


 
2. Methods to Handle Risk include all but which 1 of the following:
 
	Accept
	 

	Increase
	 

	Avoid
	 

	Transfer
	 


 
3. A security product in 1 country might violate privacy regulations in another.
 
	True
	 

	False
	 


 
4. Vulnerabilities are introduced by companies through which of the following mechanisms:
	 
Coding Practices
	 

	Operating Design
	 

	Bug Filing
	 

	Patch Creation
	 


 
5. The process of exploit development can be considered an extension to the SDLC, which of the
following is not part of the new SDLC model? 
 
	Identification
	 

	Exploitation
	 

	Compromise
	 

	Distribution
	 


 
6. The explosion of new and more frequent vulnerabilities is due in part to the fact that new
software and systems are more simple and less complex than in the past making them easier to exploit. 
 
	True
	 

	False
	 


 
7. Network Security is a big concern for Vulnerability Management programs, because of which of the
following: 
 
	Defense-In-Depth
	 

	Flat Network Security
	 

	Cost
	 

	Complexity
	 


 
8. Using Standard
Configurations give hackers an advantage, because a flaw in one system is also
present in other systems with the same configuration 
 
	True
	 

	False
	 


 
9. What is the most important step to take prior to performing any audit or penetration
testing?    
 
	Conduct a thorough analysis of the organization’s internet facing servers.
	 

	Run a scan against the company’s firewalls to ensure that it is configured properly.            
	 

	Get permission in writing to perform the audit or penetration test.
	 

	Use a public internet connection to perform your footprinting steps of the organization.
	 


 
10. A zone transfer will show which of the following information?
 
	Installed IDS/IPS/NIDS systems
	 

	Servers Connected to the Internet
	 

	The DNS information available on the DNS Server
	 

	The DNS information for all of the companies servers
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