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Module 4 - Case
Cryptography and Computer Forensics
Case Assignment 
This assignment consists of two parts, cryptography and computer forensics. Each part should be completed in 2–5 dbl spaced. pages, excluding the cover page.
Part I 
[bookmark: _GoBack]Research symmetric and asymmetric cryptographic algorithms, and discuss the advantages and disadvantages of symmetric and asymmetric cryptography and why hybrid cryptography is a better option. In writing your paper, use what you have learned from the reading materials as well as your own research into encryption.
Your paper should include the following:
1. Definition of the various algorithms
2. Advantages and disadvantages of each algorithm
3. Examples of cryptographic systems that use hybrid technologies
Part II 
Write about some of the key issues you deem important in computer forensics. In writing your paper, use what you have learned from the reading materials as well as your own research into computer forensics.
Your paper should include the following:
1. The difference between computer forensics and traditional forensics
2. Why you chose the particular issues you discussed in your paper
Assignment Expectations
Your paper should be from 6 to 10 pages long double spaced. Combine Parts I and II into a single report, labeling each part accordingly.
Your paper should provide a summary of your findings from the assigned materials and any quality resources you can find. Cite all sources and provide a reference list at the end of your paper. The following items will be assessed in particular:
1. Demonstration of your understanding of cryptographic algorithms and computer forensics.
2. Clear presentation of your findings.
Please use at least 3 of the following resources:
Cryptography and Computer Forensics
What is cryptography?
· Cryptography
· Gary C. Kessler (17 July 2012) An Overview of Cryptography
· Why encryption is important? 
Cryptographic algorithms: symmetric and asymmetric
· Symmetric encryption
· Matteo Slaviero (2010) Symmetric encryption
· What is symmetric encryption 
· More on this topic
· Asymmetric encryption
· Definition of Asymmetric encryption
· Microsoft's definition
· More on this topic
· Hybrid encryption systems
Common cryptographic tools
· Public - key infrastructure (PKI) 
· Definition of PKI
· PKI service
· More on PKI
· Digital signatures 
· All about digital signature
· Get or create your own digital signature
· More on how to create a digital signature
· Digital certificates 
· Digital certificates according to Microsoft
· Description of digital certificate
· More on digital certificate
Secure communications protocols
· Internet security
· Secure hypertext transfer protocol (HTTPS) 
· Definition for HTTPS
· More on HTTPS
· Secure Sockets Layer (SSL). 
· All about SSL
· SSL according to Symantec
· Email security
· Secure multipurpose internet mail extensions More on its definition
· Privacy enhanced mail (PEM) 
· PEM overview 
· Examples of using PEM
· Pretty Good Privacy (PGP) 
· About PGP
· Web security
· Secure Electronic Transactions 
· Introduction 
· Overview
· Secure sockets layer 
· How SSL works
· More on SSL
· Secure hypertext transfer protocol (see above under Internet security)
· IP security 
· Overview
· More on IP security
· Wireless networks security
· Wired Equivalent Privacy (WEP) 
· Overview
· WEP and risk
· Wi-Fi Protected Access 
· Overview
· More on WPA
[check ProQuest database for the following articles]
Ludwig, S., Parviz, P., & Mohit, D. (July 2012). Cloud computing and computer forensics for 
business applications. Journal of Technology Research, vol 3, 1-10.
Busing, M. E, Null, J. D., & Forcht, K. A. (2005/2006). Computer forensics: the modern crime fighting tool. The Journal of Computer Information Systems 46. vol 2, 115-119.
Lewis, P. (2008). Understanding the basics of computer forensics. EDPACS. 37(3). pp. 15-20.
Wall, C., & Paroff, J. (Apr 2005). Cracking the Computer Forensics Mystery. Computer and Internet Lawyer. vol 22(4). pp.1-6.
Computer forensics is like CSI, without guns. The Salt Lake Tribune, Jan 30, 2012.
Optional Reading
Computer forensics salary information 
Computer forensics investigator job description and career prospect 
http://cracker.offensive-security.com 
http://csrc.nist.gov 
https://www.nsa.gov/ia/programs/suiteb_cryptography
www.rsa.com


