Paper 1

INTERNAL PENETRATION TESTING PLAN


The unit studies include useful information regarding various aspects of internal network penetration testing intended to provide insights into the technical and cultural environment from the perspective of a trusted insider. Write a short paper that applies these concepts to the project organization and demonstrates how the concepts relate to the project environment. Include the following information in your paper:
1. The steps included in an effective internal penetration testing approach.
2. The potential resources available to support internal penetration testing.
3. The phases involved with internal penetration testing and how the preceding activities serve to provide input into the internal phase.
4. The factors that influence the sequencing and selection of particular internal penetration testing activities.


Paper 2

CONTROLS AND PROTECTIVE MECHANISMS
[bookmark: _GoBack]
Use the information that you gathered from the resources specific to implementing preventative controls that will impact the organizational security management plan. Write a short paper that addresses the following:
· Identify the role of biometric controls in providing both physical and logical access.
· Identify the role of tokens, smart or dumb cards, human escorts, and any other alternative appropriate for physical and logical access.
· Identify the roles within the organization that will be involved in decision-making about appropriate preventative controls.
· Describe how the organization will measure the effectiveness of these controls as part of the overall organizational security management plan.


Two separate papers
apa style cite references 

