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When accessing the Internet via wireless methodologies, a certain level of protection has been granted to the users. This protection is largely due to the many types of security protocols that have been developed. Without these different security protocols, users would not be able to engage in the activity that they have become accustomed to on the Internet. In order to preserve this freedom with which users utilize the Internet, IT professionals must have both a thorough understanding of the primary forms of security protocols as well as how each security protocol functions.
One of the best methods that can be utilized to minimize security threats is by intercepting these attacks before they are successfully utilized. The 3 most prominent security protocols that are used to achieve this are Transport Layer Security (TLS), Secure Sockets Layer (SSL), and Private Communications Transport (PCT). Assume that you are the information security officer of a business, and you must evaluate these 3 forms of security protocols in order to determine which should be implemented in your organization. In your analysis, be sure to assess the threats that each protocol is likely to mitigate or prevent and evaluate the strengths and weaknesses associated with each of these protocols.
Before being graded, all code, access control rules, diagrams, and/or Visio diagrams (each) must include screenshots with a valid date and piece of data that shows completion on the student’s personal computer. The project must consist of a minimum of 8 pages of evaluation and assessment (excluding title page, diagrams, and reference page) and must include at least 5 peer-reviewed sources. The project must be written in APA format. Utilize Microsoft Visio or a similar program to illustrate your position by utilizing network diagrams, etc.
Submit the Thread Interception Project by 11:59 p.m. (ET) on Sunday of Module/Week 5.
