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Key Issues
The key problem undermining the security of Bank Solution’s data center is Disaster Recovery and Business Continuity Plan (DRBCP) (Camara, 2011). The DRBCP is not regularly updated which puts the data center at risk as new threats emerging require strategies to mitigate them. Without continuously testing activities in the DRBCP, the company is not aware of the effectiveness of those activities in safeguarding the data center. Furthermore, Item processing facility DRBCPs are not tested which raises security risks as no security vulnerabilities have been identified. The four item processing facilities not yet completed cannot clear customer transactions and present a security weakness that can be leveraged to compromise the other facilities. The DRBCP lacks key details for critical business processes. Without these details, recovery of data centers is adversely affected and cannot be effectively done. The staff may be unable to restore the centers to a previous state which is a major problem in cases where data corruption or a mishap occurs. 
Some key plan participants lack a copy of DRBCP which undermines the contribution from all stakeholders (Camara, 2011). The participants play an essential role in verifying the plan and identifying issues that may affect recovery process. Without a copy of the plan, some people with valuable opinions may not have the chance to contribute. Some critical plan participants are not trained to use the plans which present a challenge to the recovery process. Without knowledge of DRBCP, the plan participants are incapable of participating in the recovery process. Their involvement in this process may introduce security threats which can cause damage to the data center and disrupt company services. 
While Bank Solutions has an effective Intrusion Detection System (IDS), it lacks a policy or procedure to address steps for handling security incidents that may occur (Camara, 2011). This undermines its plan for resolving security incidents that may occur. The company has a poor event logging strategy which can lead contribute to insider attacks. With some users with access privileges to access and write event logs, the company faces a high the risk of unauthorized access as the users can perform unauthorized or malicious tasks and delete their actions. 
Banking solutions lack documentation or DRBCP that lists processing responsibilities for the backup facilities (Camara, 2011). As such, the staff responsible for managing the data centers are unaware of the role they play in supporting the backup process. In case of backup failure, the team may not know what they can do to address the problem. 
Routine failures of backup jobs is an indicator of problems in the data backup utility that have not yet been addressed. The failures occur in one item processing facility due to unknown causes. The ineffectiveness of this facility in backing up records and configurations may affect transmission and archival of financial data which is detrimental to company operations. 
Off-site storage of backup tapes is a major problem that can compromise the confidentiality of Bank Solution’s data. Storage of the backup tapes by the Night Operations Manager increase the risk of a data breach as he may attempt to access this data and view sensitive customer financial information. Storage of the tapes in a shed is risky as the tapes may be stolen and the data accessed by malicious people who may later target customers. Additionally, the tapes may be destroyed by bad storage conditions which will lead to loss of important financial data. 


Security Strategy 
Bank Solutions should regularly implement updates on the DRBCP to integrate changes that may occur. This will enable the company to be prepared to mitigate risks associated with various security threats. Activities in DRBCPs should be thoroughly tested to determine their effectiveness in providing security to the data center. The IT team at Bank Solutions should conduct security and functionality test on the Item processing facility before connecting it with the IT infrastructure. This will be essential in determining and mitigating the security vulnerabilities in the facility before implementing it. 
IT departments should incorporate all key details in the DRBCP that are related to critical business processes. All key plan participants should be provided with a copy of DRBCP to enhance their contribution to the recovery process and identify issues that may undermine the process (Wallace, 2010). Training should be offered to critical plan participants who lack knowledge on how to use the plans. Training should focus on key aspects of DRBCP that are essential in the recovery process of the data center and the security of the facilities.
Bank Solutions should complement its IDS with a robust policy that provides steps to be taken to handle security incidents that have occurred to mitigate their effects on the company systems (Snedaker, 2013). Event log should be changed to restrict access to prevent manipulation of the logging process. A clear documentation should be developed to outline backup processing responsibilities. It is critical for the company to check the item processing facility where backup jobs fail to determine the root cause. A new strategy for storing offline backup tapes should be developed to enhance security and confidentiality of the customer financial data. 
Proposed Security Solutions 
Bank Solutions should use recovery and resiliency toolkit to develop a comprehensive DRBCP that encompasses all details of recovery and business continuity. The toolkit consists of business continuity overview and IT security assessment wizard. Business continuity overview is key in providing information for enhancing performance and reliability of DRBCP. IT security assessment wizard plays an instrumental role in developing a profile illustrating the interactions between customers and the company. It encompasses various security-related events and describes various protection measures that should be implemented to safeguard the data center and confidentiality of customer financial data (Rittinghouse, 2011). Additionally, the toolkit allows the creation of a shareable document implying that every key participant will have a copy. With this toolkit, Business Solutions can continuously update DRBCP to respond to changes that occur and test the Item processing facilities.
A training program should be implemented to spread awareness about DRBCP to critical plan participants (Hiles, 2008). The program encompasses various aspects of DRBCP to ensure that the participants have a better understanding of the plan. Policy development toolkit has to be leveraged to create incident response policy that outlines the steps of handling security incidents. Access control should be implemented to restrict access to the event log records based on clearance level. Only the system administrators should be allowed to access the logs and have rights to write if necessary. Offline backup tapes should be stored in a safe and secure place where they can be easily accessed. Besides bank storage, the company should consider using a company offering offline data storage services to store the backup tapes. 
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	Test Item Processing facility
	System Analysts
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	Develop Incident Response Strategy 
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	Event log management
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	Troubleshooting item processing facility 
	Security Analysts
	
	
	
	
	
	
	
	

	Develop strategy for offline backup tapes
	Data managers
	
	
	
	
	
	
	
	



Mitigating Risks
Item processing facility has to be thoroughly tested to identify various security vulnerabilities and mitigate them to ensure customer transactions are performed as expected. DRBCP should be reviewed to include key details essential in supporting critical business processes. The item processing facility where backup jobs consistently fail should be evaluated to determine the problem. Emphasis should be placed on testing the connection between the facility and other facilities as well as the data center. This is key in determining the key issue causing failure and eliminating it to ensure backup jobs are successfully accomplished. 
All key plan participants should be provided copies of DRBCP to improve engagement during plan evaluation. This will be essential in supporting contribution from all stakeholders. Bank solutions should leverage policy toolkit to develop an incident response policy that provides procedures for handling security incidents that are detected. Access control should be configured to restrict access to event logs. This will ensure that users’ records in the event logs are not tampered with to provide evidence for malicious actions. Bank solutions should also store offline backup tapes in secure locations where they can be easily accessed by the company. This is critical in minimizing the risk of unauthorized data access as well as safeguarding the confidentiality of data.
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