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Security Problems
(1) The major problem that compromises the security of the company’s IT infrastructure and data center is the inefficiencies of its Disaster recovery and Business Continuity Plan (DRBCP). (2) The company has not updated the plan in the recent past which is a security issue as it increases security risks. (3) Since new threats are emerging, the plan lacks dynamic security defense strategies that can resolve security issues that may occur. (4) The company’s failure to test the activities in the plan, it remains incapable of determining their role in enhancing the security of the data center. (5) Moreover, the company has not tested the Item processing facility which puts the data center at risk as unidentified security vulnerabilities may expose the system to various security threats. 
(6) The company has not completed deployment of four item processing facilities which are connected to the IT infrastructure. These facilities present a security vulnerability as they lack the defense mechanism and may serve as a backdoor for attacks on the data center. (7) Attackers may leverage these facilities to access the data center which can compromise the overall security of the company’s IT system. (8) The plan lacks to incorporate essential details on critical business processes which can undermine the recovery process of the data center. Without these details, the staff may now know how to restore the data center particularly when issues such as data corruption or breaches occur. 
(9) Various stakeholders don’t have a copy of the plan which adversely affects their engagement in the recovery process. These participants are critical in assessing the plan to determine issues that impede the recovery plan. Without a copy of the plan, some participants may not contribute to the recovery process. (10) Additionally, some stakeholders involved in execution of the plan lack training on how to use the plan which can affect their role in recovery process. Without training in DRBCP, the participants will not be able to contribute to the recover process. Involving such participants in the recovery process can introduce security issues that may cause damage to the data center. 
Although the company has an effective Intrusion Detection Systems (IDS), (11) it has not implemented a policy to address ways of handling security incidents (Camara, 2011). This presents a security challenge for resolving security incidents or mitigating their effects. (12) The company also has a poor event logging procedure which increases the risk of insider attacks. (13) Some users have access and write privileges to the event logs which elevates the risk of malicious activity as users can access the data center, perform unauthorized actions, and delete the logs. 
(14) The company lacks documentation or a plan that outlines the processing responsibilities for the backup facilities (Camara, 2011). This creates ambiguity in the role of the staff managing data centers particularly in providing support to the backup process. This may lead to problems when issues such as backup failure occur as the support team may not know the role they play in addressing the problem. 
(15) Routine failures of the backup process in one of the facilities indicates problems that need to be addressed. Without investigating the problem, the IT staff may not know the causes of the problem or how to mitigate the problem to prevent disruptions of company operations. The backup problems in the item processing facility can disrupt data transmission which may affect customer transactions and service delivery.
(16) Storage of offline backup data poses a security risk to customer privacy and data confidentiality. By allowing a manager to store the backup tapes, the company increases the risk of unauthorized data access which can violate customers’ privacy. Additionally, storing the backup tapes in the shed presents security risks as the data may be stolen by malicious people or lost due to destruction of the tapes by bad storage conditions or natural disasters. 
Security strategy 
In its security strategy, Bank solutions has to consider various regulations applicable to its operations. These regulations include Health Insurance Portability and Accountability Act (HIPAA), Sarbanes Oxley Act (SOX), Gram Leach Bliley Act (GLBA), and Payment Card Industry Data Security Standard (PCS DSS). Since the company handles customer information that may include personal health information, it has to comply with HIPAA which requires organizations to safeguard the privacy of such information. As a company in the financial sector, Bank solutions has to comply with SOX Act which requires financial organizations to improve financial disclosures to prevent fraud. GLBA is applied to companies offering financial services hence has to be considered by Bank solutions in its strategy. To comply with GLBA, the company has to implement security mechanisms to secure customer information. Additionally, Bank solutions is required to adopt PCI DSS which provides guidelines to reduce fraud and secure customer financial information. 
(1) Bank Solutions should update DRBCP frequently to incorporate changes that occur. Frequent updates of the plan can enable the company to have a strategy of mitigating security risks. DRBCP activities have to be assessed to identify their capability in enhancing the defense mechanisms to the company IT systems. (2) IT staff in the company should conduct security assessments of the processing facilities before integrating them into the company’s IT ecosystem. This is paramount in detecting and resolving security issues in these facilities before deploying them. 
(3) The company should revise DRBCP and include the details necessary for the business processes in the recovery plan. (4) The stakeholders in the plan should be given a copy of the plan to encourage them to participate in the recovery process (Wallace, 2010). (5) All critical plan participants should be provided training on how to use plan. (6) Training should incorporate all aspects of DRBCP that are key in the recovery process and the security of the item processing facilities. 
(7) The complement should develop and enforce a policy that provides ways that can be leveraged to handle security incidents as well as mitigate security risks (Snedaker, 2013). (8) Event log controls should be configured to limit access based on clearance level to minimize the problems of log manipulation. (9) The company should develop a documentation that lists the responsibilities for backup processing. (10) It is paramount for the IT department to assess the item processing facility to determine problems that may be causing failure of data backup. Additionally, new storage alternatives for storing the offline data tapes have to be considered to enhance security and safeguard the confidentiality of the data.
Appropriate Security Strategies
Bank solutions has to implement effective security strategies that can resolve security issues identified and mitigate risk of security threats. Some of the security controls that can be considered include access control, training control, incident response control, and maintenance control. 
The primary control that should be leveraged under maintenance control family are maintenance tools. The company should use leverage recovery tools as the maintenance tool to develop a clear and concise DRBCP that addresses all issues related to recovery of the data center. The recovery tool includes strategies for assessing IT security and business continuity. The tool provides key details on how to increase the plan performance. 
The security strategy should consider incident monitoring and handling controls which are part of the incident response control family. The strategy for monitoring the security status of the system is essential in evaluating security risks associated with the data center and its components and mitigating the effects of various security threats. Security tools for handling security incidents should be deployed to define security measures that Bank solutions should consider to enhance its security defense mechanisms (Rttinghouse, 2011). In addition, the tool facilitates development of a shareable document. This implies that DRBCP will be available to every participant. With this tool, Business solutions can update DRBCP to align it with emerging threats and respond to changes that may interfere with the operations of the data center. 
Security awareness training control is a critical part of the security strategy that can focus on providing training on DRBCP to all stakeholders in the plan (Hiles, 2008). The training program should encompass all key areas of the plan to ensure that the stakeholders can gain better understanding of the recovery process. The company should rely on a policy framework to develop an incident response policy that outlines ways of responding and resolving security incidents. 
Additionally, Bank solutions should integrate access control policy and access enforcement controls to safeguard event logs. These controls can be effective in restricting access to the event log. Only users with high clearance level such as system administrators will have access to the logs. Offline backup tapes should be kept in safe and secure places to safeguard confidentiality of data. The company should consider premium offline storage services where backup tapes can be stored securely. 
Task Timeline (prioritized according to importance based on the weeks)
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	Change DRBCP
	Recovery Manager
	
	
	
	
	
	
	

	Assess plan activities
	System Analysts
	
	
	
	
	
	
	

	Assess the processing facilities
	System Analysts
	
	
	
	
	
	
	

	Evaluate the plan and revise information included
	Recovery Manager
	
	
	
	
	
	
	

	Distribute copies of the plan to stakeholders 
	Human Resources Manager
	
	
	
	
	
	
	

	Conduct training
	Human Resources Manager
	
	
	
	
	
	
	

	Create strategy to respond to security incidents 
	Security Analysts
	
	
	
	
	
	
	

	Configure event log controls
	System Administrator
	
	
	
	
	
	
	

	Securely store offline data backup
	Data managers
	
	
	
	
	
	
	



Risk Mitigation
(1) Item processing facility should be evaluated to determine security issues and resolve them to ensure data backup occurs as planned. (2) DRBCP should be revised to have all key details pertaining to critical business processes. (3) Item processing facility where data backup fails should be evaluated to identify the key issues that may be affecting its operations. (4) The IT staff should focus on testing the connection between the facility and the data center which is essential in identifying the cause of the problem and resolving it. 
(5) Copies of DRBCP should be distributed to all plan participants to enhance contribution during plan evaluation. (6) The company should use the policy framework to create an effective security policy that includes methods to tackle security incidents detected by IDS. (7) The IT departments should change access control to restrict access and minimize risk of log manipulation. (8) The company should also store consider secure offline storage solutions for its backup data.
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