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Introduction
The security of data center is the key objective of every organization. Various security measures are implemented to enhance defense mechanisms against security threats. In many cases, firms leverage technological tools such as security tools to detect threats and mitigate their effects. In the previous papers, we identified security problems that pose a risk to the data center owned by Bank Solutions. The data center had several security vulnerabilities which undermined the effectiveness of security measures in place. We determined various security technologies that Bank Solutions could implement to mitigate the risks posed by the security threats. These technologies included data center recovery tools and access enforcement controls. Each technology played a unique role in safeguarding the data center. In this paper, we will discuss the capabilities, costs, maintenance requirements, flexibility, feasibility, and issues associated with each technology.
Disaster recovery tools
Capabilities
Disaster recovery tools monitor changes in databases and other storage environments. The tools notify stakeholders before a disaster that can affect data occurs (Smith, 2007). Since it monitors changes, the tools enhance data protection and improve data recovery processes. The tools have added benefits of backing up data and recovering data in case of data loss or corruption. 


Cost
Implementation of disaster recovery tools incurs high costs as it involves various requirements such as hardware and labor. The cost of the tools varies depending on a firm’s size and requirements. In Bank Solution’s case, the company has to invest in labor, equipment, and data recovery software. This may incur a lot of costs, especially when considering software and labor required. 
Maintenance
Disaster recovery tools will require regular maintenance to ensure they are up to date. Whenever a firm undergoes changes or upgrades its IT infrastructure, it has incorporated the changes made into the disaster recovery tools (Philips, 2015). This is essential in ensuring that the tools align with changes made. Additionally, the maintenance process has to consider emerging technology and security threats. As such, the tools have to be updated to make sure they are effective in supporting disaster recovery process and data recovery. 
Flexibility
Disaster recovery tools not only safeguard sensitive information and recover data in a short time but also gives a firm flexibility in saving time during the recovery process. The tools can be personalized to align with the needs of a particular company such as Bank Solutions. This allows firms to establish a disaster recovery plan that is well-integrated with disaster recovery tools (Nelson, 2007). As such, the disaster recovery process can be easily implemented. The tools protect against disasters that cause data loss or corruption. The tools also enhance the flexibility and effectiveness of disaster recovery plans. 

Feasibility of implementation
While disaster recover tools incur a lot of costs in terms of labor and resource investment, it can be easily implemented and integrated into a company’s disaster recovery and business continuity plan. The tools are flexible and can be customized to address the needs of a firm. A firm with an in-house IT team can easily implement the tools as IT staff have the expertise of handling disaster recovery solutions. The tools are also easy to use hence employees can quickly learn how to handle them in case disaster occurs (Snedaker, 2013). The IT staff can easily configure the tools to protect data storage environments from data loss disasters or recover corrupted files. Additionally, the tools com with documentation that allows a firm to gain an insight into their installation as well as optimizing them to make them flexible to address their needs.
Issues
The main advantage of disaster recovery tools is that when used correctly, they can enable firms to recover data lost or corrupted as a result of a disaster such as a virus infection, software failure, or corruption of hard drives. However, the tools may not recover all corrupted or lost files. Even with the best data recovery tools, a firm may not recover files from hard drives that have failed physically. Additionally, data that was overwritten of deleted a long time ago may not be recoverable. 
 	Disaster recovery tools are demanding as they require intensive labor to operate them when a disaster occurs. This may be an issue in a firm with few labor resources. An in-house IT team is required to operate the tools to ensure disaster recovery process is initiated fast to prevent further data loss. Incompatible technology presents a major barrier to implementation of the tools. If the tools are incompatible with the IT infrastructure, they cannot be deployed. Additionally, the tools may present security vulnerabilities if they are not updated regularly. 
Access Controls
Capabilities
Access controls are security measures used to regulate users who can access a particular resource in a computer or IT system. The controls authorize, identify, authenticate, and approve access based on login credentials provides such as passwords or personal identification numbers (Ferraiolo, 2009). The controls limit access to computer resources and only allow authorized people to access them. Users without the appropriate credentials or clearance are restricted from accessing such resources.
Costs 
Implementation of access controls in IT systems is relatively simple and incurs fewer costs. Typically, IT systems have security tools that incorporate access control lists. As such, firms only have to configure the lists instead of acquiring new tools to limit access. However, in some cases, the access control features may not address the needs of an organization. This may require the firms to incur costs to acquire access control applications. Overall, the costs of acquiring and implementing access control limit are low. 
Maintenance requirements
Access control tools require regular maintenance support. Reactive maintenance is required to resolve any issues that may arise and affect the functionality of access control systems. Preventive maintenance is required to assist in reducing the breakdown of the tools. The tools have to be regularly changed when new users are added to the system to ensure the appropriate users have access to the resources. 
Flexibility 
Typically, access controls have a neutral mechanism that is defined based on roles. Components of access controls make it simple for firms to configure them. The controls can be configured to address specific needs of a particular organization or government agency. It facilitates security administration in large firms and supports many permissions which enhance its flexibility in regulating control for many users (Kuhn, 2010). 
Feasibility 
The main processes in access controls are authentication, authorization, and audit. An organization can easily configure the controls to set the credentials such as password or PIN that users have to be input to be authenticated. The IT staff can also easily set permissions that allow users with a specific clearance level to access resources. Additionally, many of the tools come with an audit log that can be tweaked to create an audit trail.
Issues
The main advantage of the access controls is that they provide various levels of security which enables firms to enhance security (Rosenthal, 2009). With access controls, firms can set PIN or password to authenticate users. However, the controls are vulnerable to hacking. When hacked, the controls can allow attackers to access a system and sensitive resources depending on the information stored.
Implementation of access controls is limited by availability of IT staff. Without an IT team, a firm may not implement robust controls that enhance security. The major issue with access controls is remote access which allows users to control them remotely. This makes the tools vulnerable to remote attacks as their frequencies can be scanned and attacked. The controls are mainly vulnerable to insider attacks which are perpetrated by employees. Such individuals may manipulate the controls to gain access to sensitive files. 
Conclusion
When implementing security technologies, firms have to consider various factors that can affect the implementation process. As discussed, implementation of disaster recovery and access control tools may be affected by some aspects that undermine their effectiveness or make them robust. The capabilities, flexibility and implementation feasibility of each tool influences its effectiveness in addressing the security needs of organizations. Costs are a major factor considered when implementing the technologies as a company has to weigh the value gained and the costs incurred. Additionally, issues associated with each technology play an instrumental role in assisting firms to consider whether they are worth investing in. 
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