Network Security

Final Project

You are the Chief Security Officer for the Name Your Own Company. Your company sells music and video downloads over the internet. The network you are in charge of consists of the following components.

· Physical Plant that includes:

· Download Server

· Customer Information Server (E-commerce with CC information)

· Email Server

· Web Server

· General File Server – for employee work

· Work Force includes:

· Workers at the physical plant

· 20 with desktops (hardwired to network)

· 10 laptops with wireless access to the LAN

· 2 Technicians

· 5 Administrators, CEO, and a CFO
· Telecommuters

· 5 people who must access the LAN and have access to sensitive data the use laptops and cell phones for this information
· Physical Plant elsewhere that should be utilized as a backup or redirect.

Project Must Include the Following:
· Power Point Presentation
· This should give us a good idea of how you set up your physical and logical network as far as security is concerned.
· LAN setup and security
· Describe any VLANs, VPN, other security measures hardware and software/configurations.

· Layout of network structure within building
· Location of IT and security officials
· Following Documentation and Policies (Short outlines not full blown policies.) Uploaded as policies not just slides.
· Disaster Recovery Plan

· Password Management Policy

· Risk Assessment 

· A network tool that will assist you in securing your network
· URL and name for the tool
· Should be a tool that you have used and can show the class

· State the importance of the tool and demonstrate its uses
· Grading Rubric – Projects will be graded on the following: (1-5)
· Thoroughness – Did the PP cover all considerations

· Did the presentation use information to support the security structure

· Was the presentation easy to read and understand

· How would you rank the security structure

· Is the presentation professional and detailed enough to present to a board of directors
· Usefulness of the network tool
