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Objectives: Gain experience with TCP\IP and IP address configuration.  Observe the effects of incorrect settings.

Procedure: READ the material, and follow the steps below. We will configure TCP\IP settings on Lab PC’s, then introduce errors, and see the results.  Write in answers to all of the questions, Q1 – Q7 posed throughout this Lab. Hand in these Lab sheets with your writeup, as directed.

Part 1: Background- IP Settings:  For a PC to function correctly on a network, it must have correct settings for the following four items:  

IP Address:  the address must be unique on the network – no duplicates allowed.  Also, for the PC to communicate with its “neighbors”, the network portion of its ip address must match that of the other PC’s.

Subnet Mask:  The number of 1’s in the subnet mask tells a PC how many of the bits of its ip address are the network portion.  So, the subnet masks for all PC’s on a network must be the same.

Default Gateway Address: This is the ip address of an Ethernet port on a router attached to the network.  When a computer determines that a packet it is about to send is not on its same network, the PC sends the packet to the Default Gateway Address (i.e., the router), to direct that packet out of the network and on its way to its correct destination.

DNS Server Address:  When a PC has the hostname of another PC, but needs the ip address of that host, it sends a query to a DNS Server. The DNS server sends back the answer “this is the ip address of (whatever host or domain name.)  This can be for hosts on the Internet (domain names), or hosts on the local network.  

Setup:  Set up your network PC, and connect it to the switch with a straight-through cable.  Log in as user BHC, password bhc (lower case).  

Step 1.  Configure your PC to ‘Obtain an IP Address Automatically’. This means the PC will ask for ip addressing information from the network’s DHCP server. Right-click Network, click Properties, click Change Adapter Settings. Right-click the LAN Connection, select Properties, click Internet Protocol TCP\IPv4.  

Step 2.  Set the IP Address:  Under the TCP\IP tab, click the buttons on both the IP address and DNS Server address areas to “Obtain … automatically”.  Click OK, and close out all the way back to the desktop. 

Step 3. Verify Connectivity.  Verify that you can reach web sites, and that you can ping other lab PC’s.

Be sure you can ping 192.168.1.25 (a server),  and 10.56.17.1 (the Domain1 router)

Step 3. ipconfig utility. Go to a command prompt (click Start\Run\type ‘cmd’).  Type  ipconfig /all  to see TCP\IP information for your host.  Confirm that your address and subnet mask are correct.  Record the info displayed.   

Troubleshooting IP configuration issues:   In this portion, we will modify the ip settings, and see the effects of incorrect ones.  Follow instructions carefully. 

Step 1.  Determine your PC’s ip setup:  use ipconfig /all, and carefully record the following for your PC:

ip address:						(should be 192.168.1.xx)

subnet mask:

Default gateway address:

DNS server address:

Q1.  What is the network address for your PC, using these settings?  _______________________________
Q2. All the lab PC’s are on the same network at this point.  Why is this?



Step 2.  Convert your automatically obtained settings to ‘static’ ones, so we can modify them:  Reset your ip properties to ‘Use the following IP address.’   Manually fill in all the same numbers you wrote down in the previous step.  Take care to be accurate. Be sure to close out all the way to the desktop, or the ip settings will not stay. Do this for every step below, as well. When finished, use ipconfig /all to verify them, then recheck connectivity by pinging the server at 192.168.1.25.



Step 3.  Bad ip address:  Change the third octet of your ip address to something other than ‘1’. Test connectivity by pinging the server at 192.168.1.25  
Q3. Did changing a part of your ip address change network connectivity?  Why?  




Set the address back to its correct value, recheck connectivity.


Step 5.  Incorrect subnet mask:  Change your subnet mask last octet to .252. Also, delete the Default Gateway address. Close all the windows. Test connectivity by pinging the server at 192.168.1.99.  Ping several other lab PC’s, also.  Who can you still ping?
Q4. Did changing a part of your ip address change network connectivity?  Why?  



Correct the subnet mask value, reset gateway to 192.168.1.254. Recheck connectivity.

Step 6. Incorrect gateway address:    Ping 10.56.17.11.  This is the printer on Domain1, a different network, reached through our router. Successful pings demonstrate that you can access machines on other networks.   Now, enter an incorrect value for your ‘default gateway’ address (for example, your own ip address).  Try to ping the printer again.  Record the result.  
Q5. Can you still ping your neighbors? Why?  




Set the address back to its correct value, recheck connectivity.


Step 7.  Bad DNS server address:  Type in an incorrect DNS server address (your own address, for example).
Then, from a command prompt, clear the DNS cache with the command:     ipconfig   /flushdns    (Note: This forces your PC to send a query to the DNS server for the ip address of a website, instead of looking it up in the cache.  It is to make sure the next step works correctly.)

Now, try to connect to ‘www.google.com’ from your browser.  Q6.  What is the result?   Why?   



Type the following into the browser address bar:   http:// 173.194.219.99.   
Q7.  What happens? Why?  


Set the address back to its correct value, recheck connectivity.  End of Lab.

Lab Writeup:  Follow instructions!

This lab only requires that you answer the questions within the Lab, as well as those below.  On separate paper, type the following questions in full, then answer each one thoughtfully, in sentence form.


Questions:

1. In order for 2 PC’s to be on the same TCP\IP subnet, what two settings must they have in common? 


2.  On a TCP\IP network, three of the ip settings will be the same for every PC on the network.  Which three numbers are these?  


For Questions 3 – 5, describe specifically what problems the incorrect setting would cause.  Do not simply say “It can’t communicate correctly”.


3.  What is the effect of a PC having an incorrect ip address, so that its network address is different from all the other PC’s on the network?   Describe in detail.


4.  Suppose a PC has correct values for all settings except the default gateway address.  What effect would this have on the operation of the PC?  Describe what the user could and could not do on the network. 


5.  Review Step 7 in the Lab, and questions Q6 and Q7.  Is it correct to say that a PC “can’t connect to the Internet” without a correct DNS server address?   What is correct?





